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1. GENERAL PROVISIONS

1.1 Subject of regulation

The present Regulation is an integral part of the
Agreement on application of “Client bank” system and
specifies the following procedure and conditions:

. provision and servicing of “Client bank”
system;
o circulation of documents in “Client bank”
system.

1.2 Keys and abbreviations

ASM - analogue of the sign manual
Bank — Commercial Bank “Garanti Bank — Moscow”

(ZAO).
Contract — Agreement on application of “Client bank”
system.
“Message-PRO” - Certified software tool of

cryptographic information protection that implements
ASM in the form of electronic digital signature.

CBS - “Client bank” system.

IPM — information protection means.

Regulations — Regulations of provision and servicing
of “Client bank” system of CB “Garanti Bank —
Moscow” (ZAO).

ED - electronic document.

EDS - electronic digital signature.

1.3. Terms and definitions

Analogue of sign manual - personal identifier of
Customer that is a reference parameter of proper
making of all obligatory details of electronic documents
and invariability of their content.

ASM key Owner - individual, whose ASM is
registered in compliance with the Regulations.

Customer — legal entity or individual entrepreneur that
signed a Contract with the Bank.

Customer workplace - individual complex of
hardware and software of Customer, which provides
for preparation, editing, signing, sending, searching,
receipt and printing of ED and reference information in

1. OBLUWME MNMOJIOXKEHUA

1.1. [lIpedmem peaynupoeaHusi

Hactosawun PernameHT saBnsieTcd HEOTbeMIIEMOU
yacTtbto CornaiwleHuns o6 MCNoONb3OBaHUN CUCTEMBI
«BbaHk-KnueHT» 1 onpegenseT nopsagok v ycnoBus:

. npegocTaBneHMss 1 OBCNYyXMBaHUSA CUCTEMbI
«BaHk-KnueHT»;

. OOKymeHToobopoTa B  cucteme  «baHk-
KnneHT».

1.2. O603Ha4YeHus1 U COKpaweHus

ACI — aHanor cobCTBEHHOPYYHOM NOAMNUCHK.

BaHk — Kommepuyecknn bBaHk «lapaHTn bBaHk -
MockBa» (3aKpbITOE akLMOHEepHOe 0BLLECTBO).
HoroBop — CornawlexHme 06 MCNonb30BaHNN CUCTEMBI
«BbaHk-KnueHT».

«Message-PRO» - CepTtudmumposaHHoe
nporpamMmMHOE CPeACTBO KpUNTorpadouyeckon 3aluuThbl
WHpopmaunn,  peanusyrowee ACIl B BUAge
3NEKTPOHHON LMdpOBOKM NOANMCH.

CBK — cuctema «baHk-KnveHT».

C3MU - cpeacTBa 3awmThl MHOPMaL UK.

PernmameHT - PermameHT npegoctaBnexHvs wu
obcnyxumBaHust CUCTEMbI «baHk-KnueHT» Kb
«apaHTn Bark — Mocksa» (3A0).

Ol — aNeKTPOHHbIA JOKYMEHT.

AU - anekTpoHHas undpoBas NOANUCH.

1.3. TepmuHbI u onpedenieHus
AHanor Cco6GCTBEHHOPYYHOMN noanucum -
nepcoHanbHbIn naeHTudumkatop KnneHra,
ABNAOLLMINCS KOHTPOJbHbBIM napameTpom
NPaBUIbHOCTU  COCTaBMEHMSI Bcex 00sa3aTenbHbIX
PEKBM3NTOB IEKTPOHHbIX OOKYMEHTOB n

HEeN3MEeHHOCTU UX coaepXaHua.

Bnapeney kntouva ACI — dusndeckoe nuuo, ACII
KOTOPOro 3aperncTpMpoBaHO B COOTBETCTBMU C
PernameHTtom.

KnueHT — topuanyeckoe nULUO UNU MHAMBUAYaNbHbIA
npeanpuHMmarens, 3akniodnslune ¢ baHkom Jorosop.

KnneHTckoe pabouee MecTO — VHOMBUAOYASbHbIN
KOMMIEKC TEXHNYECKMX N NporpaMMHbIX cpeacts KnmeHTa,
obecne4ynBatoLLMA MOAroTOBKY, penakT1poBaHue,
nognucaHve, oTnpasky, NOUCK, MonyyeHve u nevats 3 n
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process of interaction with the Bank.

Key — general term for a pair of interconnected private
and public ASM keys.

. Public ASM key - unique sequence of
symbols that corresponds to a private ASM key and is
intended for confirmation of authenticity of ASM in ED
with application of IPM.

. Private ASM key - unique sequence of
symbols known to ASM key Owner and intended for
creation of ASM in ED with application of IPM.

Key medium — magnetic or other information medium
that contains the key.

Key compromise — loss of trust in the fact that used
private key is not available to third parties, or loss of
key information due to software-hardware failure.
Events related to key compromise also include the
following:

. loss of key medium;

. loss of key medium with further finding;

. dismissal of employees that had access to key
mediums;

o loss of keys from the safe when key medium
was stored in it;

. temporary access of the third parties to key
medium;

. other circumstances that directly or indirectly

indicate availability of probability of third parties’
access to the key.

Working keys — keys intended for provision of
authorship, integrity and confidentiality of ED
transmitted in CBS. Customer may have several
Working keys at the same time.

“Client bank” system — combination of software,
data-ware and hardware of the Bank and the
Customer that implements electronic circulation of
documents between the Bank and the Customer.

Key certificate — hard copy document certified with the
Bank’s stamp, or ED with the Bank’s ASM, which
includes the public ASM key and which is issued by
the Bank to the Customer for confirmation of ASM
authenticity and identification of ASM key Owner.

Account — the Customer’s account opened on the
basis of the Bank account agreement.

Information protection means — software used to
implement all operations related to enciphering of ED,

CrpaBo4HOM B3aMMOAENCTBUN  C

Bankom.

WHGOopMaLMK  npu

Kntou — obulee HasBaHue napbl B3avMOCBS3aHHbIX
CeKpeTHOro n otkpbiToro kntoyen ACT1.

. Omkpbimbili ko4 ACIl —  yHuKanoHas
nocrnenoBaTenbHOCTb CMMBOJSIOB, COOTBETCTBYHOLLASA
cekpeTtHomy krody ACIT v npegHasHayeHHas Ans

noaTBepPXAeHUs c Mcnosib3oBaHNeM Cc3n
nognuHHoctn ACI 8 3.

. CekpemHbili  kmo4y ACIT — yHukanbHas
nocrnefoBaTenbHOCTb CYMBOJIOB, n3BecTHas

Bnagenbuy knioda ACI »n npegHasHaveHHas Ansd
co3aanus B 3 ACI1 ¢ ucnonb3oaHnem C3U.

KnroueBo Hocutenb — MarHUTHbIN WU UHOM
MHGOPMALIMOHHBIN HOCUTENb, COAEPXKALLINA KIHOY.

KomnpomeTtauusa knrwoya — ytpaTa JOBEpUS K TOMY,
UTO WCMONb3YEMbIA CEKPETHbIA KoY HedoCTyneH
TpeTbMM Nnuuam, NMbo yTeps KnoveBon nHdbopmMaumm
BCMNEACTBME  MporpaMmMHo-annapaTHoro cbosi. K
CObbITMSAM, CBSI3aHHbIM C KOMMpOMETaUMeEn Krno4a,
OTHOCSATCSl B TOM YUCHE:

. yTpaTa Kno4eBoro HocuTens;
) yTpaTa K/to4EBOro HOCUTENS C NocneayLWwmum
OobHapyXeHneM;

) YBOJIbHEHWNE COTPYAHMKOB, MMEBLUMX OOCTYM K
KMoYEBbIM HOCUTENSIM;

3 yTpata Kknw4yen OT cenda B
HaxoXOEeHUs B HEM KIHOYEBOrO HOCUTENS;

. BPEMEHHbIN JOCTYN TPETbUX ML, K KIOYEBOMY
HOCUTENI;

o WHble obcToATeNbCTBA, NPSIMO UMM KOCBEHHO
CBUOETENbLCTBYOLME O  HanMMYuMM  BO3MOXXHOCTU
4OCTyna K KoYy TPeTbUX NLL.

MOMEHT

PaGouue knwum — kno4vn, npegHasHayeHHble AN
obecneyeHus aBToOpCTBa, LLeNoCTHOCTH "
KoHpunaeHumanoHoctn J[l, nepepasaembix B CBK.
KnveHT MoXeT OOHOBPEMEHHO MWMETb HECKObKO
Pabouux kno4en.

Cucrema «BbaHk-KnueHT» - COBOKYMHOCTb
NPOrpaMMHOro, MHAOPMALMOHHOIO M annapaTHoro
obecneyeHunss baHka u KnnenTa, peanuaylowas

9MNEKTPOHHbIA  JOKYyMEHTOO6opoT mexgy baHkom u
KnneHTom.

Ceptudmkar KnwYa — [JOKYMEHT Ha OymakHOM
HocuUTene, 3aBepeHHbI neyaTtbio badka, unu 30 c
ACIl baHka, koTopbli BKMoYaeT B cebs OTKPbITbIN
kntov ACI1 n koTopbin Bolaaétca baHkom KnuneHTty ans
noaTBepPXaeHus NoASIMHHOCTH ACT1 7]
noeHTudpmkauumn Brnagensua kntova ACIT.

Cuet — c4yeT KnmeHTa, OTKpbITbI Ha OCHOBaHWM [JoroBopa
©aHKOBCKOro cyeTa.

CpeactBa 3awmTbl MH(OPMaUMM — NPOrpamMMHble
CpeAcTBa, MOCPEACTBOM KOTOPbIX OCYLLUECTBISOTCS
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generation and validation of ASM, and also fabrication
of keys.

Tariffs — the Bank Tariffs for business banking of legal
entities and unincorporated sole proprietors.

Technological keys — keys intended for validation of
CBS serviceability at the Customer workplace,
provision of authorship, integrity and confidentiality of
query for ASM working key certificate.

Electronic document — document, information in
which is represented in electronic-digital form.

Electronic digital signature — detail of electronic
document intended for counterfeit protection of this
electronic document, produced as a result of
cryptographic information conversion with application
of private key of electronic digital signature and
making it possible to identify the owner of signature
key certificate, and also to establish absence of
information distortion in electronic document.

1.4. Protection of electronic
documents

Information exchange within the frames of
CBS is carried out through open communication
channels, also with application of Internet network.

In order to provide for ED confidentiality in
process of its transfer through open communication
channels, and also to maintain authorship and integrity
of ED, CBS applies information protection software
means (IPM) “Message-PRO”, which implement
algorithms of ASM enciphering, generation and
validation.

After connection to CBS, the Bank submits
technological keys on key mediums to the Customer.
Key medium used is a compact disk or a diskette.

Any ED sent by the Customer to CBS, should
be certified by the Customer ASM. Keys are presented
by the Bank to ASM key Owners, possessing the right
to manage money funds on Account (Accounts) in
compliance with the legislation of the Russian
Federation, for the term of their authorities duration.

Replacement of key with observation of the
present Regulations requirements does not impact the
legal force of ED, if it was signed by the key effective

BCE oOrnepauun, CBsi3aHHble C wudpoBaHvem J[,
dopmupoBaHmeMm u npoeepkon ACIl, a Takke
N3roTOBIEHNE KItoYen.

Tapudbl — Tapudbl baHka Ha pacyeTHO-kaccoBoe
obcnyxmBaHue IOPUONYECKMX nmy "
npegnpuHumarenen 6e3 obpaszoBaHus OPUONYECKOTO
niua.

TexHonoruveckue KNo4un - Knoun,
npegHasHayYeHHble ans NpoBepKU
pabotocnocobHoctTh CBK Ha paboyem wmecTe
KnueHTa, obecneveHuss aBTOpCTBa, LIEMOCTHOCTU U
KOH(pMOeHUManbHOCTN  3anpoca Ha cepTudukar
pabouero kntoya ACT1.

OneKTPOHHbIN AOKYMEHT — [OKYMEHT, B KOTOPOM

uHpopmaumsa npegctaBneHa B ANEKTPOHHO-LMAPOBOM
dopme.

OnekTpoHHasa uucgpoBas noanNUCb —  PEKBUSUT
3NEKTPOHHOrO OOKYMEHTa, npeaHasHa4YeHHbln Aans
3alNTbl  JAHHOTO  3MEeKTPOHHOrO0  AOKYMeHTa OT
noaaernku, Nony4eHHbIN B pesynbTarte
KpunTorpacumyeckoro npeobpasoBaHust MHGOPMaLUK
C WCMNONb30BaHMEM 3aKPbITOrO Krya SMEeKTPOHHOM
umdpoBom noanmcum 7] No3BONAKLLMINA
naeHTMduumpoBaTb Bnagenbua ceptudukara Knoya
noanuncu, a Takke yCTaHOBUTb OTCYTCTBUE UCKaXEHMS
MHpopMaLMM B SNEKTPOHHOM JOKYMEHTE.

1.4.3awyuma 351eKMpPOHHbIX
JOKyMeHmos

MHdopMaUNOHHbIA ~ 0OMeH B pamkax CBK
OCYLLECTBMAETCH MO OTKPbITLIM KaHanam cBsian, B TOM
yncne ¢ UCNonb3oBaHMem ceTn NIHTepHer.

Ons obecneveHus koHdmaeHumansHocTn 3 npu ero
nepegave no OTKPbITbIM KaHanam CBA3W, a Takke Ans
obecneyeHns aBsTopcTBa M uenoctHoctn 31 B CBK
UCNOMb3yTCA NporpaMMHble  CPeAacTBa  3aluThl
nHpopmaumm (C3M) «Message-PRO», peanusytoLine

anropuTmbl wmndpoBaHus, PopMUPOBaHMS "
nposepkun ACIT.
Mpn NoAKNto4YeHUN K CBK BaHnk

npegoctaBnseT KnveHTy TeXHONOrM4yeckne Kroum Ha
KIMoyeBbIX HocuTenax. B kayectBe  KNHOYEBOro
HOCUTENS UCMONb3YTCA KOMMAKT-OUCK UMW OUCKeTa.

Jlobble 30, nepenaBaemble KnueHtom B CBK,
OOIKHbI ObITb 3aBepeHbl ACIT KnuneHTa.

Kntoun npegocTaBnAlTCS Bankom
Bnagenbuam kntovenn ACI, obnagawowumm npaBoMm
pacnopskatbCs AEHEeXHbIMU cpeacTBamm Ha Cuete
(CyeTtax) B COOTBETCTBMM C 3aKoHOAATENbCTBOM PO,
Ha nepuoa AeUCTBUS UX NONTHOMOYUIA.

3ameHa knioder ¢ cobnogeHnem TpebosaHui
HacTosLero PernameHTa He BNUSIET Ha HOPUOMNYECKYIO
cuny 31, ecnu oH 6bIN NoanucaH OEWCTBYIOLWUM Ha
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at the moment of signing.

1.5. Assurances and confirmations
of the Parties

The Parties agree that application of IPM
mentioned in clause 1.4 in CBS is sufficient to
maintain confidentiality, authenticity and integrity of
ED, i.e. protects the Parties’ interests.

The Parties agree that whenever the Bank
receives an ED through CBS, being listed on List of
electronic documents subject to processing in “Client
bank” system (Appendix N3), signed by ASM of the
Customer authorized individuals, it is legally identical
to receiving a similar hard copy document certified
with signatures of the same authorized individuals and
the stamp of the Customer, drawn in compliance with
the legislation of the Russian Federation and
regulative documents of the Bank of Russia. The
Customer authorizes the Bank to use ED equally with
certified hard copy documents.

The Customer agrees that ED sent by the
Parties to each other through CBS, and also ED log
books kept in CBS, may be submitted by the Bank as

proof in Arbitration Court in case of disputed
consideration that arose as a result of CBS
application.

2. RIGHTS AND OBLIGATIONS OF
THE PARTIES

2.1. Mutual rights and obligations of
the Parties

The Parties shall, in process of ED exchange
with application of CBS, adhere to the legislation of the
Russian Federation, regulative documents of the Bank
of Russia, which establish the procedure of clearing
settlement on the territory of the Russian Federation
and comply with the Bank account agreement signed
by the Parties and the present Regulations.

Each Party shall immediately inform the other
Party on any failures of ASM validation in ED,
compromise of private keys, unauthorized use or
damage of its hardware and software, systems of
telecommunication, information processing, storage

MOMEHT noannucaHna Kro4om.

1.5.3aeepeHusi u nodmeepx0eHus
CMOPOH

CTOpOHBI COrnacHbl c TeMm, 4yTO
ucnonb3dosaHne B CBK C3W, ykasaHHbix B n.1.4,
saBnsieTcs [OCTaTO4HbIM ans obecne4veHus
KOH(pNOEeHUManNbHOCTH, ayTeHTudmkaLmm "
uenoctHoctn O, T.e., obecneuynBatoT 3aAWUTY
nHTepecoB CTOPOH.

CTOpoHbI Npu3HaloT, YTO nonyyeHve baHkom
no CBK 3[, ykasaHHoro B [lepeyHe 3MeKTPOHHbIX
OOKYMEHTOB, noanexawmx obpaboTke B cucteme
«BbaHk-KnueHnTt» (Mpunoxenne Ne 3), nmognvcaHHOro
ACI1 ynonHoMmoueHHbIx nuy KnuveHTa, iopuguyeckm
TOXOECTBEHHO MOSTyYEHMIO aHarormyHoOro AOKyMeHTa
Ha OyMaXHOM HoOcuTene, 3aBepeHHOro MNOoANUCAMMU
3TMX K€ YMNOMHOMOYEHHbIX Nny 1 nevaTbto KnueHTa,
0POPMIIEHHOTO B COOTBETCTBUM c
3akoHofdaTtenbctBoMm  Poccuiickon  ®depepaunn  u
HOpPMaTuBHbIMW AoKkyMeHTamy BaHka Poccun. KnueHT
paeT npaBo baHky wucnonb3oBatb O[] HapaBHe C
3aBEpPEHHbIMU JOKYMEHTaMu Ha BymaHOM HocuTene.

KnueHT npwusHaet, 4yto 31, HanpaBneHHble
CrtopoHamu gpyr gpyry no CBK, a Takke XypHanbl
yyseta 3O, Begywmeca B CBK, Moryt ObiTb
npegctaBneHsl baHkoM B KayecTBe goKasaTenbCTB B
ApOuTpaxHoM cyde B cryvyae paccMOTPEHMs cropa,
BO3HMKLUIEro B pesynbtaTe npumeHeHus CBK.

2.NMPABA N OBA3AHHOCTHU
CTOPOH

2.1.B3aumMHbie npaea u
ob6s13aHHOCcmMu CMopoH

CTOpOoHbI Npy 06MeHe B[] ¢ ncnonb3oBaHMEM
CBK 0b6s3ytoTCA pPYKOBOACTBOBaTLCH
3aKoHOoOaTenbCTBOM Poccuinckon degepaumu,
HOpMaTMBHbIMKM  OOoKyMeHTamu  baHka  Poccuu,
yCTaHaBMMBaOLLMMMN nopsigoK npoeefeHus
6Ge3HanuyHbIX pacyeToB Ha TeppuTopum Poccuiickon
depepaumm, COOTBETCTBYIOLLUM 3aKITHOUYEHHBIM MEeXay
CtopoHamn  pgoroBopom  ©OaHKOBCKOro cyeta MU
HacToswmm PernameHT.

Kaxxpgas n3 CTOpoH 00653yeTca HemepnneHHO
UHpopmuposaTb Apyryto CTopoHy 060 Bcex cnyyasax

He noateepxaeHus nognuHHoctn ACI B 30,
KoMnpomMeTauum 3aKpbITbIX Krto4en,
HEeCaHKUMOHNPOBaHHOM NCMNoNb30BaHUN unm
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and protection means for unscheduled replacement of
keys and other approved actions aimed at CBS
working condition maintenance. At the same time ED
exchange through CBS is suspended until
unscheduled replacement of keys is finalized.

The Parties shall, upon the request of the
other Party, submit properly drawn hard copy analogs
of ED in cases established by the legislation of the
Russian Federation, regulative documents of the Bank
of Russia and the present Regulations.

2.2. Rights and obligations of the
Customer

The Customer is entitled to:

e Obtain software required to provide protection
of CBS-transmitted electronic documents from
the Bank.

e Send ASM-signed electronic documents
through CBS to the Bank, in compliance with
the List of electronic documents subject to
processing in “Client bank” system (Appendix
NlMpunoxeHune Ne 3).

e Obtain the following information in electronic
form from the Bank through CBS:

o Account statements;

o appendices to statements;

o information on transactions processed in
Accounts;

o other information stipulated by CBS.

. Recall electronic payment documents

transmitted to the Bank prior to their processing by the
Bank.

. When CBS is not serviceable, the Customer
draws and sends hard copy settlement documents to
the Bank.

The Customer is obliged to:

o Arrange a workplace for operation in CBS in
compliance with the List of customer workplace
hardware for installation of “Client bank” system
(Appendix N 4);

. Adhere to procedure of electronic document
circulation, according to the Regulations.

. Fulfill the conditions of the License agreement
(Appendix N13), which is an integral part of the

NnoBpeEXaeHUN CBOMX NPOrpaMMHO-TEXHUYECKNX
CpeAcTB, CUCTEM TereKOMMYHUKaLMK, obpaboTKy,
XpPaHEeHUM W CpeacTB 3almTbl MHOPMaUuM ans
nNpoBeAEeHNs BHEMMAHOBOW 3aMeHbl KITYENn U Apyrnx
COrnacoBaHHbIX OEWCTBMA MO  NogaepXaHuio B
pabouyem coctosiHum CBK. lMpn atom obmen 30 no
CBK npuoctaHaBnnBaeTcs oo nposefeHus
BHEMMAHOBOW 3aMeHbI KITHOYen.

CTopoHbl  06sA3yl0OTCA  NpefocTaBnsaATb Mo
3anpocam Apyrow CTOpOHHI, B cnyyasx,
YCTaHOBMEHHbIX  3aKoHOAaTenbCcTBOM  Poccuiickon
denepaummn, HopmaTMBHbIMM OOKyMeHTaMu bBaHka
Poccmn n HacToAwmm PernameHTOM Hagnexaliym
0obpasom odhopmIieHHble DymMakHble aHanorn Q.

2.2. NMpaea u obs13aHHOCMU
Knuenma

KnueHT nmeer npaso.

. Monyuntb B BaHke nporpaMmmHoe
obecneyeHne, Heobxogumoe ana  obecneyeHust
3aLLUMTbl SMEKTPOHHbLIX JOKYMEHTOB, NepefaBaemMbIX B
CBK.

. MepepaBate B bBaHk nocpegcteom CBK
3NEeKTPOHHble [OKYMeHTbl, nognucaHHele ACIl, B
COOTBETCTBUMU c MepeyHem 3NEKTPOHHbIX

OOKYMEHTOB, nognexaiwmx obpaboTke B cucteme
«BbaHk-Knuent» (MpunoxeHne Ne3).

o Monyyatb oT bBaHka B 9MNEKTPOHHOM Buae
nocpencteom CBK:

o BbINuckn no Cyetawm;

o NPUNOXEHNsI K BbINUCKAM;

o WHpopMaUuMo O NpoBedeHMU onepauun no
CueTtawm;

o WHYI0 UHopmaumio, npegycMmoTpeHHyto CBK.
o OT3biBaThb 3NEKTPOHHbIE nnaTexHble
OOKYMEHTbl, nepefdaHHble baHky, [go Havanma ux
0bpaboTkn BaHkowm.

o B nepwog HepaboTtocnocobHocTn CBK KnneHt

odopmnsaer u nepegaet B baHk
OOKYMEHTbI Ha OyMakHbIX HOCUTENSAX.

pacyeTHble

KnueHT 0ba3aH:

e OpraHusoBatb paboyee MecTo Ans paboTbl B
CBK B cootBerctBMM Cc  [lepedHem
TEXHUYECKNX CPEACTB KIMEHTCKOro pabouero
MecTa pAns yCTaHOBKM cucTeMbl «BaHk-
KnueHT» (MpunoxeHne Ne 4);

. CobniogaTb nopsiaok coBepLUeHNs
3MNEKTPOHHOro AOKYMEHTOO0BopoTa, B COOTBETCTBUM C
PernameHToMm.

. BbinonHaTb
cornaiieHus

JIMLEeH3noHHoro
SABNsitOLLEerocs
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Regulations.

. Not to provide the other individuals, who are
not ASM key Owners, with the possibility to manage
money funds available on the Account, with
application of CBS, prior to submittal of documents
and data required to identify the mentioned individuals
and to confirm their authorities to the Bank.

. In case changes occur within the Contract
currency in documents and data required to confirm
authorities of individuals provided with the right to
manage money funds available on the Account and to
identify them, to immediately submit the mentioned
data to the Bank and to implement all the necessary
measures for re-issuing of ASM keys.

In case the Bank detects the failure to fulfill this
clause, it blocks ASM keys of the individual, in respect
of which this fact was detected.

. Support protection of keys, passwords for
entry to CBS and other confidential information against
unauthorized access.

o Observe the Recommendations to Customer
on maintenance of information safety in operation of
information  protection means  (Appendix N
5MNpunoxeHne Ne ).

. Not to make corrections, amendments or
additions to customized software and technical
documentation provided by the Bank as per the
Contract, and also not to transfer them to third parties.

. Use CBS in accordance with the Regulations.

. Pay for the Bank services in accordance with
the Regulations and Tariffs. At the moment of
remuneration specified by the Bank Tariffs being due,
to provide a demand balance on the Account sufficient
to cover sums due to the Bank.

o At least 1 (one) time in two weeks to address
to the Bank in order to obtain data on amendments
and additions introduced in the Regulations and/or
Tariffs, for the purpose of insight (or to obtain this
information at the Bank website www.gbm.ru.)

The Bank is not liable for non receipt/untimely receipt
of information by the Customer on amendment of
Tariffs and/or Regulations that occurred due to the
Customer default on this condition.

. On receipt of the Bank notice about software
update, to take measures for timely obtainment and
installation of the new CBS version.

HeoTbeMNemMomn YyacTbio PernamenTa.

° He npepoctaBnate Opyrym  nvuam, He
ABNSOLMMUCS Bnagenbuamu Knoven ACT1,
BO3MOXHOCTb pacnopseHus JEeHEXHbIMU
cpencreamu, Haxopdwmummnca Ha  Cuyerte, c

ncnonb3oBaHnem CBK, go npegoctaBneHuss B baHk
OOKYMEHTOB M  CBEdEHWA, Heobxoaumbix  Ans
MOeHTUMKAUMKN yKa3aHHbIX 1L U NoaTBEPXOEHUSI
MX NOSTHOMOYUIA.

. B cnyyae wu3mMeHeHMs B TeudeHue Cpoka
genctema  [loroBopa OOKYMEHTOB W CBEOEHUMN,
HeobxooMMbIX ONS YCTaHOBMEHUS MOMHOMOYUIA Nnu,

KOTOpbIM  npeaocTaB/ieHO npaBO pacnopAXeHudA
OEHeXHbIMMN cpeacTtBamMun, HaxogAaAwnmMmmnca Ha Cuere,
n nx Vlﬂ,eHTVI(*)I/IKaLI,I/II/I, He3amMmeannTesibHO

npegocTtaBuTb ykasaHHble cBegeHus B baHk wu
npoBecT Bce HeobxoauMMble MeponpuaTus no
nepesbInycky kntoyen ACT1.

B cnyyae BbisBneHus dakta HEBbINOMHEHUS OAHHOIO
nyHkta baHk 6nokupyetr «kmioum ACI nuvua, B
OTHOLLUEHMWN KOTOPOrO BbISIBNEH AaHHbINA akT.

) Obecneuntb COXPaHHOCTb KIOYeln, naporen
ana Bxoga B CBK wn pgpyron koHdwmaeHumanbHon
WHOpMaLMM OT HECaHKLMOHNPOBAHHOIO AOCTYyna.

o Cobniopgate PekomeHpgauun  KnveHTy no
obecneyeHntio  BesonacHoCTM  MHOPMaUUM  Mpw
akcnnyataumm  cpeacTs  3awuMTbl  MHoOpMaumm
(MpunoxeHne Neb5).

. He BHOCWTL wucCnpaBneHusi, U3MEHEHUs Wunu
OOMOMHEHMA B creuvanns3vpoBaHHOE MNporpaMmmHoe
obecneyeHne U TEXHUYECKYID  OOKYMeHTauuio,
npegoctaBneHHble baHkom no [oroBopy, a Takke He
nepegaBsaTb UX TPETbUM fMLaM.

. Wcnonb3oBate CBK B
PernameHTom.

. OnnaumBatb ycnyrm baHka B cooTBeTCTBUM C
Pernamentom n Tapudamu. MNpun HacTynneHnn cpoka
B3VMaHWs  BO3HarpaxneHus,  npegycMoTpeHHOro
Tapudamn baHka, obecneunts Ha CueTe ocTaToK
OEHEeXHbIX CPeaCTB, 4OCTATOUHbIN ANg ynnaTbl CyMM,
npuymTaroLwmxca baHky.

cooTBeTCTBUMN C

o He pexe 1 (ogHoro) pasa B [fOBe Hepenu
obpawartbcss B baHk gns nonydeHus ceegeHui ob
W3MEHEHUSIX W [OMOMHEHWsIX, BHECEHHbIX B
PernameHT u/unn Tapudbl, C LEeNb O3HAKOMITEHUS
(Mo nonyyaTb OaHHYD WMHGOPMaUMIO Ha canTe
Baxka no agpecy www.gbm.ru.

BaHk He HeceT OTBETCTBEHHOCTW  3a
Hernony4yeHne/HeCBOEBPEMEHHOE nony4yeHve
KnveHTomM wuHdopmaumm o6 wnameHeHun Tapudos

wvnn PernameHTta, npou3owejlwiee BCNeacTBue
HapyweHus KnneHTom HacTosLero ycrnosus.
. Mpn nonyyeHun ysepomneHus ot baHka 06

W3MEHEHUN MPOTrPaMMHOr0 obecrneyveHuss MNPUHATb
Mepbl AN CBOEBPEMEHHOro MOSTYYEHUS] U YCTaHOBKU
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) On service termination, the Customer is
obliged, together with the Bank, to implement
measures aimed at destruction of software it earlier
received from the Bank, as well as operational
documentation, individual enciphering keys and EDS.
Act prepared in any form about destruction of the
specified materials must be made within 5 business
days from the date of the Contract termination.

2.3. Rights and obligations of the
Bank

The bank is entitled to:

. Request the Customer to submit the
documents required for the Bank to execute its
functions in compliance with existing legislation of the
Russian Federation.

o Deny the Customer in ED revocation in case it
is irrevocable.
. Deny the Customer in acceptance of order for

execution of transaction in the Account with the
application of CBS after preliminary notice to the
Customer. The mentioned information is
communicated to the Customer, also through CBS.

. Not to accept for processing the ED received
from the Customer in case of their improper drawing
according to requirements of the present Regulations
or in case of explicit doubt of ED authenticity. Refusal
to accept ED is communicated to the Customer by the
Bank within 1 (one) business day from the date of
such documents receipt by the Bank, with specification
of refusal cause. The present information is
communicated to the Customer, also through CBS.

. Suspend service to the Customer with
application of CBS with a preliminary notice of the
Customer in case of the following:

o In case of the Customer non-compliance with
the Contract and/or Regulations;

o In case of the Customer non-compliance with
existing legislation of Russian Federation;

o For the period of disputable situations;

o For implementation of urgent, emergency and

scheduled works associated with CBS service with a
notice to the Customer about deadlines for these
works;

o In accordance with the provisions of the
Agreement on application of “Bank-Client” system.
Mentioned information is communicated to
Customer, also through CBS.

the

. Unilaterally establish and vary the following:

HoBoW Bepcumn CBK.

. Mpn npekpaweHun obcnyxmnBaHusa KnneHt
06s3aH coBMecTHO ¢ baHkoM  ocyuwecTBuTb
MEpPONPUSTUS, HampaBlieHHbleE Ha  YHUYTOXEHUe
Nnofly4yeHHblX MM paHee oT baHka nporpaMMHbIX
cpencTs, aKcnnyaTaunoHHOM OOKyMeHTaumm,
MHOVBMAYanbHbIX Krtouen wudgpoBaHmsa n LM, AT B
Npoun3BONbHON hopMe 00 YHUUTOXKEHUW YKa3aHHbIX
maTtepuanoB OOMKeH OblTb COCTaBneH B TeuyeHue 5
pabounx gHen ¢ gaTel pacTopxeHnsi [jorosopa.

2.3. lNpasa u o6s13aHHOocMu baHka

baHk nmeet npaso.

. MoTpeboBate oOT KnueHTa npepocTaBuTb
AOKYMEHTbI, Heobxoanmble BaHky ans
OCYLLECTBMEHNA UM YyHKUMN B COOTBETCTBUM C
OEVNCTBYIOLLMM  3akoHogaTenscTtBOM  Poccuiickon
depepauymu.

. Otkasate KnumenTy B oT3biBe O[1 B cnyyae
HEBO3MOXHOCTM €ro OT3bIBa.

. OTkasaTb KnmeHTy B mpueme pacnopspkeHus
Ha  nposegeHve  onepaumm no  Cuety ¢
ucnone3oBaHvem CBK nocne npegBapuTensHOro
yBegomnenus KnuenTta. VYkasaHHas wHdopmaums
posoautcs  go  KnveHta, B TOM uucne cC
ucnonb3osaHnem CBK.

. He npyvHMMaTb K MCMOMHEHMWIO NOMYYEHHbIE OT
Knventa 31 B cnydyae HeHagnexawiero Wux
odopMneHnss cornacHo TpeboBaHMAM HaACTOSILLErO
PernameHta wuvnM npM  9BHOM  COMHEHUM B
nognuHHoctn 3Ll. O6 oTkasze B npuHaTuUM 3L BbaHk
coobwaet KnueHty B TedeHue 1 (ogHoro) paboyero
OHS CO OHS nonyyeHnsa baHkom Takmx OOKYMEHTOB, C
yKasaHvem NPUYUHbI oTKa3sa. HacTtoswas
WHopmauns gosogutca 0o KnveHTa, B TOM 4vncne ¢
ucnonb3oBaHuem CBK.

. MpuoctaHoBuTb obcnyxmnBaHne KnveHta c
MCNoNb30BaHNEM CBK c npegsapuTenbHbIM
yBegomMmneHnem Knuenra:

o npy HecobrtogeHnn KnveHtom [oroeopa w/mnm
PernameHTa;

o npy HecobniogeHun KnneHTOM [OevcTBYHOLLErO
3akoHopgaTtenscTBa Poccuickon Gepepaunm;

o Ha BpeMsI CMOPHbIX CUTyaLWN;

o ONs BbINOMHEHMS HEOTIOXHbIX, aBAPUMHBIX W

pernameHTHbIX paboT, CBA3aHHLIX C obcnyxuBaHnem CBK
C yBegomrneHveM KrnveHTa O cpokax MpoBEAeHMst 3TUX
pabor;

o B COOTBETCTBUM C nonoxeHnsamm CornawueHusi 0o
MCMOSb30BaHUN cUCTEMbI «BaHK-KnneHT».

YkasaHHas uHdopmauma gosoautcsa 0o Knuewrta, B
TOM Yyucne ¢ ucnonb3osaHnem CBK.

. B ogHOCTOpOHHEM nopske ycTaHaBnvBaTh W
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o The Bank Tariffs for CBS utilization by the
Customer,

o The Regulations;

o The procedure of the Customer service,

including work schedule and operating time of the
Bank, conditions of ED acceptance and validation.

Information about mentioned amendments is
communicated to the Customer before the date of
mentioned amendments introduction by following

means:
o Placement of appropriate information in the
Bank premises;

o Placement of appropriate information with a
full text of amendments in Internet at the Bank
website: www.gbm.ru.

o Distribution of messages in CBS;

o May be done by any other means at the

Bank’s discretion.

. Unilaterally vary software of “Client bank”
system. At the same time the Bank is obliged to inform
the Customer about introduced changes and to submit
updated versions of such software. In case when such
changes result in inability to accept/transfer and/or
process ED, the Bank must inform the Customer at
least three business days prior to changes taking
effect.

. Unilaterally change established schedule of
ED acceptance-transfer (clause 6.1) with a notice to
the Customer about it.

. Draw hard copy payment orders on the
Customer’s behalf for submittal to settlement center of
the Bank of Russia based on ED received by the Bank
from the Customer through CBS (with certification of
such payment orders by stamp and signature of the
Bank authorized individuals and processing of
appropriate payment from the Customer account in the
Bank mentioned in payment order).

The Bank is obliged to:

. Execute actions stipulated by the Regulations,
which are necessary to provide the Customer with the
possibility to work with CBS.

. Provide confidentiality and protection against
unauthorized access to information about the
Customer account/accounts and transactions in
it/them from the Bank side provided that the Customer
fulfills the Contract terms.

. Terminate acceptance and processing of any
ED signed with ASM, generated with a compromised
key, after a Notice of key compromise as per
procedure specified by the Regulations (clause clause

NU3MEHATb:

o Tapudbl baHka Ha ucnonb3oBaHe KnveHTom
CBK;

o PernameHT;

o nopsgok obcenyxmeaHua KnveHTta, Bknovas

rpacuk paboTbl M onepauuoHHoe Bpemsa baHka,
ycrnosusi npuema u nposepku 3.

UHdopmaumsa 06 ykaszaHHbIX M3MEHEHUAX A0BOAMTCS
Ao cBedeHus  KnveHta go  pgatel Havana
NCMNOMb30BaHNs YKa3aHHbIX U3MEHEHUN NMyTeM:

o pa3MeLLieHUsi COOTBETCTBYHOLLEN MHdOpMaLmn B
nometLeHnsx baHka;
o pa3velLeHnsi COOTBETCTBYIOLLEN MHpopMaumn ¢

NOMHbLIM TEKCTOM M3MEHEHWI B ceTu VHTepHEeT Ha caiTe
BaHka: www.gbm.ru.

o paccbinkon coobLueHnn no CBK;

o MOXET  MPOM3BOAUTECSH  HOObIMU
cnocobamm no ycMoTpeHnio baHka.

NHBbIMA

o B  ogHOCTOpOHHEM  Mopsgke  M3MEHSTb
nporpammHoe  obecnedeHne  cuctembl  «BaHk-
KnuneHT». Mpun aTom baHk 065a3aH yBegomntb KnneHTa
O BHECEHHbIX W3MEHEeHWsiX W  npeJocTaBUTb
OGHOBIEHHbIE  BEepcMM  Takoro  MPOrpammHOro
obecneyeHuss. B cnydae, korga Taknme W3MEHEHWS
BMEeKyT HEeBO3MOXHOCTb npuema/nepedaun w/unu
obpaboTkm 3] BbaHk 065a3aH yBegomutb KnveHTa He
MeHee 4YeM 3a Tpu paboumx AHA A0 BCTynneHus
N3MEHEHWUI B Cuny.

o B OOHOCTOPOHHEM nopsiake N3MEHSITb
yCTaHOBMNEeHHbIN rpadmk npuema-nepegayn 3 (n.6.1) npu
yBedoMreHnn o6 atom Knvenra.

. OdopmnsaTe oT MMeHU KnueHTa nnaTtexHble
nopy4vyeHnst Ha GymakHOM HocuTene gns nepegayv B
pacyeTHbIn UeHTp baHka Poccum Ha oOcHoBe
nonyyeHHolx baHkom oT Knuenta 3 no CBK (c
3aBEPEHMEM TaKMX MNNATEXHbIX NMOPYYEHMI LUTAMMNOM
W MOANUCBbI  YNofnHOMo4YeHHoro nuvuya bavka u
npoBedeHMEM  COOTBETCTBYIOLLEro  nnartexa C
yKa3aHHOro B MNaTeXxHoM nopydeHun cyeta KnueHta
B baHke).

BaHk 00a3aH:

. [pounsBecTn npeagycMoTpeHHble PernameHToMm
AencTBusi, HeobxoauMMble AN nNpegocTaBneHust
KnueHTy Bo3MoxxHOCTK paboTel ¢ CBK.

o ObecneunTb KOHMUAEHUNANBHOCTE U 3aLLUTY
OT HECaHKLMOHUPOBAHHOIO AOCTyNa K UHGopmaumm o
Cuete/ax KnueHTa n onepauusim no HeMy/HUM CO
cTopoHbl BaHka npu ycnoBun BbinonHeHUst KnueHtom
ycnosui [lorosopa.

. MpekpaTnTb NpuemM 1 ncnonHeHune nodbix I,
noanucaHHbIX ACTI, ChopMUPOBaAHHbBIX Ha
CKOMMPOMETMPOBAHHOM Krtove, nocne nonyyeHust
YBeoomMmneHus 0 KkoMnpomeTauun kniva B nopsiake,
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5.2.2.).

. Technically support and consult the Customer
in cases and as per procedure stipulated by the
Regulations and in compliance with existing Bank
Tariffs.

. Inform the Customer about detected attempt
of unauthorized access to CBS, if it infringes the
Customer interests, within a day from the moment of
such attempt detection.

3.PROCEDURE OF SETTLEMENTS

Payment of the Bank services for CBS
utilization by the Customer is done by the Customer in
compliance with existing Tariffs of the Bank as of
payment date.

By making an Agreement on application of
“Client bank” system, the Customer authorizes the
Bank to debit the Customer Account (Accounts)
opened in the Bank based on the Bank account
agreement (agreements), without acceptance (without
further authorization), fee for CBS utilization in cases,
as per procedure and time established by the Bank
Tariffs effective at the date of payment.

Payment for CBS installation is charged after
the Parties have signed the Act of CBS commissioning
(Appendix NMpunoxeHue Ne 7).

Collection of payment for CBS service starts
from the quarter when the Parties have signed the Act
on CBS commissioning (Appendix N7). The Bank
terminates collection of payment for CBS utilization
from the quarter that follows the quarter of actual
termination of service rendering.

4.LIABILITY OF THE PARTIES

Compliance with the Regulations statements is
obligatory for both the Customer and the Bank.
The Bank is not liable for failures of CBS operation
through the fault of the Customer, also in case:

o When the Customer modifies CBS,

o When changes are introduced in CBS
configuration,

. When CBS elements are deleted,

. When CBS software is infected with computer
viruses,

o When operational system of the Customer
workplace operates unstably,

. When there is a failure in disk and/or other

information mediums.
The Bank is not liable for the Customer losses that
occurred as a result of the following:

npegycMmoTpeHHoM PernameHTtom (n.5.2.2.).

. OcyLlecTBNATL TEXHUYECKOE COMPOBOXAEHME
N KOHCYnbTUpoBaHue KnveHTa B criyyasx u nopsiake,
npeaycMoTpeHHbIX PernameHTom 1 B COOTBETCTBUM C
aewncteytowmmn Tapudamm baHka.

. Coobwate  Knuenty o6  obHapyxeHun
MonbITKN HeCaHKUMOHUpoBaHHOro goctyna k CBK,
€Cnu 3To 3aTparvearo nHTepecsl KnveHTa, B TedeHne
CYTOK C MOMeHTa obHapyXeHusi faHHoro chakTa.

3.MOPAOOK PACHETOB

Onnata ycnyr baHka no ucnonb3oBaHuio KnveHTom
CBK ocywectenserca KnueHToM B COOTBETCTBUMM C
gencteyowmmm Tapudamm baHka Ha gaTy onnaTbl.

Baknoyasa CornaweHne 06 MCNonNb3oBaHMN CUCTEMDI
«KnneHt-baHk», KnneHT npepocTtasnseT npaBo baHky
cnucbiBaTb co Cyeta (CuyeTtoB) KnneHTa, OTKpbITLIX B
BaHke Ha ocHoBaHMM pgoroBopa  (4OroBOpOB)
GaHkoBCkOro cyeta, B OesakuentHoM (6eccnopHoMm)
nopsake nnarty 3a ucnonb3oBaHve CBK B cnydasx,
nopsigke M CpPoKu, ycTaHoBreHHble Tapudamm baHka,
AEeNCTBYIOLWMMMN Ha AeHb ONNaTthbl.

Mnata 3a ycraHoBky CBK B3umaetca nocne
nognucanns CTopoHamm AkTa O BBedeHuM B
pgevictene CBK (MpunoxeHne Ne7).

B3umaHue nnatbl 3a obcnyxmBaHme CBK HaunHaeTcs
¢ kBapTana nognucaHusa CtopoHamu AKTa 0 BBEAEHUM
B pgenctene CBK (MpunoxeHne Ne 7). BaHk
npekpawaetr B3MMaHuWe nnatbl 3a WCMNONb30BaHue
CBK c¢ «keaprana, cneagywouwero 3a KsapTanom
haKTMYECKOro NpekpaLleHnsi okasaHus yCryru.

4 OTBETCTBEHHOCTb CTOPOH

CobGnogeHne nonoxeHun PernameHTta sBnsieTcs
obsaszarenbHbiM Ans baHka n KnuexTa.

BbaHk He HeceT OTBETCTBEHHOCTM 3a cbou B paboTe
CBK no BuHe KnueHTa, B TOM Yucre B criyyae:

moamdpukaumm CBK KnneHTtom,

BHECEHWsi n3mMeHeHun B KoHdurypauuio CBK,
yaaneHus anemeHToB CBK,

noBpexaeHuss nporpammMmHoro obecneyeHns
CBK komMnbloTEPHBIMU BUPYCaMMU,

. HecTabunbHON paboTbl onepaumoHHON
CUCTEMbI KITMEHTCKOro paboyero mecTa,

o cbos Ha OMUCKOBbIX W/MAW UHBIX HOCUTENSAX
WHopmaLun.

BaHk He HeceT OTBETCTBEHHOCTM 3a YObITKM KnneHTa,
BO3HMKLUME B pe3ynbraTe:
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. Breach and/or non-fulfilment of the Contract
by the Customer;

. As a result of deliberate or negligent forfeit
(damage, transfer, loss, disclosure) of passwords,
keys, confidential information and/or software applied
in CBS by the Customer;

) Untimely announcement of the Customer keys
compromise by the Customer.
The Bank is not liable for possible technical

disturbances in operation of communication lines,
which result in inability to transfer (receive) ED by the
Customer in compliance with the Contract.

The Parties are exempt from liability for partial or full
non-fulfillment of the Contract obligations, if such non-
fulfilment happened as a result of the following:

. Amendment of existing legislation of the
Russian Federation (making decisions by legislative
and/or executive authorities on introduction of any
encumbrances on incomes or restrictions in
performance of any actions, etc.);

. Technical faults that occurred through fault of
third parties (failures in power supply, unavailability of
computer-modem communication, etc.).

At the same time the duration of obligations fulfillment
is postponed proportionately to time of such
circumstances effect, if fulfillment of obligations
remains possible.

5.0RGANIZATION OF WORK IN CBS

5.1.Connection to CBS

5.1.1.Conditions of access

Circulation of documents in CBS is available for the
Customer only after it performs all the following
actions:

. Signing of the Contract;
o Availability of the Customer workplace
arranged in compliance with the requirements

stipulated in the List of Customer workplace hardware
for installation of “Client bank” system (Appendix Ne 4);

. Collection of all CBS software components
required for functioning of CBS;
. Collection of IPM, technological keys, and also

necessary passwords and identifiers for access to
CBS;

. HapyLleHus u/unu HeBbINONHeHnss KnneHtom
[oroBopa;
. B pesynbTarte YMBbILLTEHHOW unn

HEOCTOPOXHOM yTpaTbl (Mopywn, nepegadv, yTepw,
pasrnaweHun) KnueHtom npumeHsiemblx B CBK
naponew, knwoyen, KoHpuaeHUmMansHoW nHopmaLmm
n/unu nporpaMmmHoro obecneyeHus;

. HecBoeBpeMeHHoro coobuieHns KnmeHtom o
KOMMpoMeTaLmn CBOUX KIOYeEN.

BaHKk He HeceT OTBETCTBEHHOCTM 3@ BO3MOXHblE
TexHu4yeckne noMexu B paboTe NMHUA  CBA3MW,
npvBOAsiLME K HEBO3MOXHOCTU nepegadqn (npuema)
Knventom 31 B cooTBeTCTBUM C [1OrOBOPOM.
CTopoHbl ocBObGOXOAOTCS OT OTBETCTBEHHOCTM 3a
YacTUYHOE UMK NOSTHOE HEUCMONHeHne 0b6s3aTensbCTB
no [loroBopy, ecnu Takoe HEUCMnofIHeHWE NPOU30LLITO
B pesynbTaTe:

. N3MeHeHns AeNCTBYOLLEro
3aKoHoaaTernbCcTBa Poccunckon depepaumm
(MpuHATHE pelleHnin opraHamy 3aKoHOOATErNbHOM
n/Mnn UCMONHWUTENbHON BRacTM O BBEAEHWUM KaKMX-
nnbo obpemeHeHui Ha goxodbl NMMBO OrpaHNyeHus B
COBEPLLEHMMN KaKNX-NMBO AEUCTBUIA U T.M.);

o TEXHWYECKUX HEUCNPABHOCTEW, BO3HMKLUMX MO
BMHe TpeTbux nuu (cbon B mopaye 3neKTpo3Hepruu,
OTCYTCTBME KOMMbIOTEPHO-MOLEMHOW CBA3MN U T.M.).
Mpn 3TOM  CpOK  MCNonmHeHus  0b6s3aTenbcTB
OTOABUraeTCs COpasMepHO BPEMEHW, B Te4veHue
KOTOpOro AencTBoBanu TakMe obCcToATenbCcTBa, €Cnu
UcnonHeHne o6s3aTenbCTB 0CTAETCsl BO3MOXHbIM.

5. OPTAHU3ALNA PABOTbI B CBK

5.1.ModknroyeHue k CBK

5.1.1.Ycnosus gonycka

HokymeHToo60poT B CBEK pgoctyneH KnuveHTy Tonbko
nocne BbIMONIHEHNS UM BCEX CMEeAYIOWMX OEACTBUNA:

. nognucaHna [orosopa;
. HanuuMe KIIMeHTckoro pabodero mecrta B
COOTBETCTBMM C TpeboBaHMAMU, NPEeLYCMOTPEHHLIMU
lMepeyHEM  TEXHWYECKUX  CPeacTB  KIMMEHTCKOro
paboyero mecTta f[ns yCTaHOBKUM CUCTEMbI «BaHk-
KnneHT» (MpunoxeHune Ned);

. nony4YyeHnst Bcex MpPOrpamMMHbIX KOMMOHEHTOB
CBK, Heobxogumbix ans dyHKunoHnposaHusa CBK;
. nonydernst C3M, TEXHONOIrMYECKNX KITHOYEN, a

Tarke HeobxoouMMbiX Maponerh U MAEHTUPUKaATopPOoB
ans goctyna k CBK;
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. Receipt of the document signed by the
Customer in the Bank:

o Act on CBS commissioning (Appendix Ne7);

. Act (Acts) on acceptance of public key
(certificate) (Appendix N 6);

. Payment of fee for CBS installation and CBS
service fee by the Customer;

. Changeover to a working set of keys;

o Implementation of all necessary actions for

registration of keys.

5.1.2. Procedure of the Customer
connection to CBS

The Customer submits a set of documents required for
connection and generation of ASM technological keys
to the Bank.

The set includes the following documents:

. The Contract and Regulations signed by the
Customer;

. “Application for connection to “Client
bank” system” (Appendix N1) signed by the

Customer — 1 copy for each workplace of the
Customer;

. “Application for making a technological
key certificate” (Appendix N2) signed by the
Customer - 1 copy for each ASM,;

. Power of attorney for the Customer individual
in charge (Appendix N11) for collection of software,
IPM, key mediums and distribution disk of the
Customer workplace.

The Bank validates the data specified by the Customer
in the documents handed over, and in case of positive

validation, generates technological keys and
distribution disk of the Customer CBS workplace.
The Customer receives the software, IPM,

technological keys, distribution disk of the workplace.
On receipt the Customer issues a Receipt of “Client
bank” system installation kit (Appendix N8).

Installation of CBS workplace distribution disk at the
Customer's may be done by the Customer
independently or, if the Customer wishes, - by the
Bank efforts. In both cases installation must be carried
out provided that the Customer workplace hardware is
ready in compliance with the List of Customer
workplace hardware for installation of “Client bank”
system (Appendix N 4).

If CBS is installed by the Bank employee, the date and
time of CBS installation is approved by the Parties in
advance.

Right after installation and adjustment of software, the

o nony4YyeHns BaHkom OOKYMEHTOB,
noAanucanHbiX KnmeHTom:

. Akta o BBegeHun B pgeunctsue CBK
(MpunoxeHune Ne7);

o AKT (AKTOB) nNpu3HaHWA OTKPLITOTO Kro4a
(ceptndmkara) (MpunoxeHne Neb);

o ynnatel KnueHToM komuccuMm 3a yCTaHOBKY
CBK n komucenn 3a obenyxusaHue CBK;

o nepexoga Ha paboynin KOMNNEKT KMYen;

o BbIMOMHEHNs1 BCEX HeOoOXOAMMbIX OEeNCTBUN

ONs perncTpauunm Kroyen.

5.1.2.TMopspok nogknodeHnsa KnmeHTa
kK CBK

KnneHnt npegocraBnsaeT B BaHnk KOMMIEKT
OOKYMEHTOB, HeobXOAMMbIX [Aris  MNOAKMYEHUa un
dopmupoBaHMsa TexHonoru4eckmx knoyen ACH1.
KomnnekT Bkno4vaeT:

. noAarnncaHHbIn Knnentom [orosop 7
PernameHT;
. noanucaHHoe KnneHtom «3asiBneHMe Ha

nogknioyeHne K  cucteme  «BbaHk-KnueHTt»
(MpunoxeHne Nel) — 1 ak3emMnnap ANA Kaxagoro
KIMeHTCKoro paboyvero mecra;

o noanucaHHoe KnneHtom «3asiBneHMe Ha
M3roToBreHne ceptudukata TEXHONOrMYECKOro
knovay» (MNpunoxeHne Ne 2) - 1 asksemnnap Ans
kaxgoro ACIT;

. OOBEpPEeHHOCTb Ha  OTBETCTBEHHOE  NULOo
Knuenta (Mpunoxenne Ne11) ana  nonyyeHus
nporpamMmHoro  obecneuveHusi, C3W,  kno4veEBbIX

HocuTenem u aucTpubyTmBa KNUEHTCKOro paboyero
MecTa.

BaHk  ocyuwecTtBnsaer
yKa3aHHbIX
OOKYMEeHTax u,

NPOBEPKY  MPaBUIIbHOCTU
KnueHTOM JdaHHbIX B nNepedaHHbIX
npy MNOMNOXUTENbHbLIX pe3ynbTaTax
npoBepKH, nponssoauT dopmupoBaHme
TEXHOMNOrMYecknx Kntoven " ancTpmbyTuea
KnuneHTtckoro paboyero mecta CBK.

KnueHT nony4aet nporpammHoe o6ecneyenne, C3U,
TEXHOSOrMYECKNe Knoum, OUCTPUBYTUB KITMEHTCKOro
paboyero mecrta. [lpu nonyyeHun KnveHT BblaaeT
Pacnucky B nonyvyeHMM YCTAHOBOYHONO KOMIMJIEKTa
cuctembl «baHk-KnueHTt» (Mpunoxenne Ne8).
YcraHoBKka guctpubytmBa pabouvero mecta CBK y
KnveHta MoxeT OblTb BbINONHeHa  KnimeHTom
camoCcTodATeNnbHO unu, no xenaHutwo KnveHTa, -
cunamu baHka. B oboux cnydasx yctaHoBKa OOMKHa
OCYLLIeCTBNATLCA npwm ycrosum rOTOBHOCTU
TEXHUYECKUX CPeacTB KNneHTckoro paboyero mecra B
cootBeTcTBUU C [lepeyHeM TexHUYeCKMx CpeacTs
KnueHTckoro paboyero Mecta Ans  yCTaHOBKM
cuctembl «baHk-KnueHTt» (Mpunoxenne Ned).

Mpn yctaHoBke CBK coTtpyaHukom baHka pata u
Bpems yctaHoBku CBK cornacoBbiBaeTcsi CTopoHamu
npeaBapuUTenbHO.

Cpasy nocne ycTaHOBKM M HACTPOWKWU MPOrpamMMHbIX
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Bank employee or the Customer necessarily confirms
CBS serviceability by sending of ED “Unspecified
document to the Bank” to the Bank and receipt of note
of its collection by the Bank.

The Customer, based on results of CBS serviceability
confirmation, signs and seals the following documents
(drawn in 2 (two) copies):

. Act on CBS commissioning (Appendix N7),

. Act (Acts) on acceptance of a public key
(certificate) (Appendix N 6).

) The signed copies of the mentioned Acts the
Customer must hand over to the Bank:

. Coming to the Bank personally, or by special
(courier) mail;

. Through the Bank employee who was

installing distributive disk of the Customer workplace.

One copy of Acts signed by the Bank is handed over
to the Customer.

The Bank implements actions for the Customer
connection to “Client bank” system within 12 (twelve)
business days from the date the documents specified
in this clause have been submitted.

5.1.3. Changeover to ASM working
keys

After confirmation of serviceability, but prior to start of
CBS operation, the Customer necessarily replaces (re-

regenerates) technological leys for the working ones™.
For this purpose:

1) The Customer generates the working keys
and request for certificate of ASM working key;
2) The Customer sends request for certificate of

ASM working key to the Bank through CBS means;

3) The Bank, having received the Act on CBS
commissioning (Appendix N 7) debits fees for
connection to CBS and service in CBS to the
Customer accounts;

4) The Bank, having debited the fees and
received the Act (Acts) on acceptance of a public key
(certificate) (Appendix N 6), and after receipt of
request for certificate of ASM working key for 2 (two)
working days, generates a working key certificate and
sends it to the Customer though CBS means.

Replacement of the keys used at the Customer side
from technological to working ones is carried out in
process of communication session with the Bank.
Receipt of new working keys is announced to the
Customer by an appropriate message in CBS.

5.1.4. Change of the Customer details

cpeactB B obs3aTtenbHOM MOpPsiAKe  COTPYOHMKOM
baHka wnu KnveHTOM  nNpoBOAMTCA  MpoOBepKa
paboTtocnocobHoctn CBK nocpeactsom otnpaBku B
Bank 3 «lpoun3BonbHbIN OOKYMEHT B bBaHk» u
nony4yeHnst OTMETKN O NPUHATUM ero BaHkom.

KnueHrT, no pesynbTaTtam NpPOBEPKM
paboTtocnocobHoctTn CBK, noanuceiBaet n 3aBepset
neyaTblo cnegylolne AOKyMeHTbl (0hopMAsoTes B 2
(aoByx) aksemnnspax):

° AkT o BBegeHunm B pgencteue CBK
(MpunoxeHune Ne7),

. AKT (AKTbl) MpPU3HaAHUSA OTKPbLITOrO KMoya
(ceptudpukara) (Mpunoxexue Ne 6).

. MoanucaHHble aK3eMNNApbl yYKa3aHHbIX aKTOB
KnuneHT 0653aH nepenatb B baHk:

o npuas B baHk nuyHO, WM cneuuwanbHOn
(dbenbaberepckow) NOYTON;

. yepes coTpygHuka baHka, npousBogmBLUErO

YyCTaHOBKY AUCTpMOYyTMBA KIMEHTCKoro pabo4yero
MecTa.

OavH 3k3emnnsap AkToB nocne nognucaHus BaHkom
nepenaetcs Knuenry.

BbaHk ocyuwlecTBnAeT OeNCTBUSA MO  NOAKIOYEHUIO
Knuenta k cucteme «bank-KnueHt» B TeyeHme 12
(oBeHaguaTn) pabouux pgHel C AdaTbl  nogayuu
OOKYMEHTOB, YKa3aHHbIX B JaHHOM MYHKTE.

5.1.3.Nepexoa Ha paboune Knoun
ACT1

Mocne npoBepkn paboTocnocobHOCTH, HO A0 Havana
akcnnyataumm CBK KnueHT B 06a3aTensHOM nopsigke
npou3BoauT CMEHY (nepereHepauuio)
TEXHOJMOMMYECKMX KNntoven Ha paboune”. na aToro:

1) KnueHT hopmupyeT paboumne knoum 1 3anpoc
Ha cepTudukat pabouyero knoya ACIT;

2) KnueHT nepepaer 3anpoc Ha ceptudmkar
pabouyero kntova ACI1 B baHk cpeagcteamu CBK,;

3) BaHk nocne nonyyeHwss Akta O BBedEeHMU B
penictesne CBK (Mpunoxenne Ne7) npoussoant
cnucaHve co c4yetoB KnneHta komuccun  3a
nogkntoveHue k CbK 1 3a o6enyxusaHme B CBK;

4) BaHk nocne cnucaHns KOMUCCUIN U NONyYeHUs
Akta (AKTOB) O TMpU3HaHUM OTKPbLITOrO KMoya
(ceptucpukara) (Mpunoxenne Ne 6) u nocrne
norny4YeHns 3anpoca Ha ceptudmkat paboyero knwoya
ACIT B TeuyeHne 2 (aByx) paboumx gHern copmupyet
cepTucbmkat pabodero knYa u OTNpaBrnsieT ero
cpeacteamn CBK KnueHTy.

CwmeHa ucnonb3dyembix Ha cTopoHe KnimeHTa knwoyen ¢
TEXHosMorMyecknx Ha pabourme npoucxogut npwu
ceaHce cBsAsn c baHkom. O nonyyeHun HOBbIX

paboumx Knoyen KnneHt n3seLlaetcs
COOTBeTCTBYOLMM coobuieHnem B CBK.

5.1.4. N3meHeHne PEKBU3NTOB
KnueHTa

! The Bank accepts for processing the payment documents signed only with working keys.
% BaHK K MCMONHEHNIO NPUHMMAET NNaTeXHbIe OKyMEHTbI, NOANUCAHHbIE TONLKO PABOUNMM KITKoHamu.
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In case the details (Tax Payer ID, Tax Code, legal
address, etc.), the Customer draws an application
about details change in CBS in free format and hands
it over to the Bank, moreover, the mentioned
application may be sent through CBS means as a text
file attached to ED “Unspecified document to the
Bank”.

The Customer is informed about change of details with
an appropriate message through CBS.

In case connection parameters change, the Customer
draws a hard copy Application for connection to CBS
(Appendix N1) (2 copies), where it specifies only the
company name and the new parameters of
connection, and hands it over to the Bank. One copy
of the Application for connection to CBS with a note of
receipt is given to the Customer by the Bank.

5.2. Replacement of keys

5.2.1.Planned replacement of working
keys

Maximum duration of the Customer working
keys used in CBS does not exceed 1 (one) year.

The Customer is obliged to initiate a session
of communication with the Bank at least 2 (two) times
a month for timely collection of notices on replacement
of the Bank keys and expiration of the Customer ASM
key Owner.

30 (thirty) business days prior to expiration of
ASM key Owner working keys, the Bank issues a
notice on necessity to replace the keys, also through
CBS.

Not later than 5 (five) business days prior to
the date of actual expiration of the working keys, the
Customer is obliged to performed actions aimed at
replacement of the working keys in compliance with
procedure similar to the one stipulated in clause 5.1.3.
of the Regulations.

One month prior to expiration of its keys, the

Bank:
. Generates the new Bank keys;
. Sends a new recently generated Bank key

certificate to the Customer, using CBS.

If the Customer failed to timely register new
certificates of the Bank keys or to regularly replace its
keys, its servicing in CBS is suspended.

B cnyyae wusmeHeHus peksusautoB (MHH, KM,
topyanyeckoro agpeca u T.M.) KnueHt odopmnser
3agBneHne o6 wu3ameHeHue peksusntoB B CBK B
csobogHom opme u nepepaeT B baHk, B TOM unucne
yKasaHHOe 3asBreHne MoxeT ObiTb nepegaHo
cpeagctBamn CBK B BMOe TekctoBoro hanna,
BnoxeHHoro B Of «[lMpoM3BONbHLIN [OOKYMEHT B
BGaHK».

KnneHT mnHdopmupyetcss 06 M3MEHEeHUN PEKBU3UTOB
cooTBeTCTBYOLWUM coobuieHnem nocpeactsom CBK.

B cnyyae wu3ameHeHuss napameTpoB MOAKMTHOYEHUS
KnueHt odopmnser Ha OymaxHoM HocuTene
3asBneHne Ha nogknoyeHne k CBK (MpunoxeHne
Ne1) (2 ak3emnnsipa), B KOTOPOM YKa3blBAaeT TOJIbKO
HaMMeHOBaHMe opraHuM3auMM W HOBble MNapaMeTpbl
noakmnioveHns un nepegaet ero B baHk. OguH
ak3emnnap 3asBneHus Ha nogkmnodeHne k CBK c
oTMmeTkon o npueme baHk nepegaet KnmeHTy.

5.2. CmeHa Knroyel

5.2.1.
Kro4yen

MakcmanbHbIl CpOK  AeWCTBUS paboumx  Kroyen
KnueHTta, ucnonb3dyembix B CEK, He npeBbiwlaetr 1
(ogHoro) roga.

KnuneHT 06513aH nHMumMmMpoBaTth ceaHc CBsA3n ¢ baHkom
He pexe 2 (OByx) pa3 B Mecsl AN CBOEBPEMEHHOMO
noriyyeHnss yBeJoOMNeHUn o cMeHe knodven baHka n
ncTeyeHun cpoka gencTana knoya Bnagensua knova
ACIT KnueHTa.

3a 30 (TpmauaTtb) paboumx gHEn 40 OKOHYaHWSI CPOKa
aencTteua pabounx kniovert Bnagenobua knoda ACTI
BaHk yBegomnsieT 0 HEOOXOAMMOCTU CMEHbI KIOYen,
B T.4. npu nomowmn CBK.

He nosgHee, yem 3a 5 (NsaTb) paboymx oHen Jo gaTbl
haKTUYECKOrOo UCTEYEHUs cpoka AeWCTBUS paboumx
kntovern KnueHT o006s13aH npom3BecTM OencTBus,
HamnpaBrieHHble Ha CMeHy paboumx kr4den B
nopsifike, aHarnormMyHom npeaycmoTpeHHomy B n.5.1.3.
PernamenTa.

BaHk 3a mMecsil, O OKOHYaHMS CpoKa AEVUCTBUSI CBOUX
KITOuen:

MnaHoBas cmeHa paboymnx

. dopmupyeT HOBble Krnoun baHka;

. npoussoauT, wucnonb3ys CBK, oTnpasky
HOBOro, BHOBb CCOPMUPOBAHHOIO cepTudukaTta
kntova baHka KnueHry.

Ecnm  KnueHT He  npousBen  CBOEBPEMEHHO
perncTpaumio HOBbIX cepTudmKaToB kntoven baHka
UM MNrAaHoOBYKD CMEHY CBOMX  KIM4ewn, ero

o6cnyxmBaHve B CBK npuoctaHaenueaeTcs.
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5.2.2.Replacement  of
consequence of compromise

In case the working keys have been compromised, the
Customer sends a Notice on ASM key compromise
(Appendix Ne12) (hereinafter referred to as “Notice”) to
the Bank. The Notice may be sent to the Bank as
follows:

keys in

. As a written Notice on ASM key compromise
(Appendix Ne12lMpunoxeHne Ne ) on a hard copy
certified with a stamp and signature of the Customer —
2 (two) copies,

. As ED in the form of a Notice on ASM key
compromise (Appendix Ne12 ), sent through CBS,
confirmed with ASM, generated on a current key,
including the key on compromise of which the
Notification is sent, attached to ED “Unspecified
document to the bank” with a note in the “Subject” field
- “Notice on keys compromise”.

As soon as the Bank employee receives a hard copy
Notice from the Customer, he or she indicates the date
and time of the Notice receipt on its form and hands
over the second copy of the Notice to the Customer
with a note of registration time.

Not later than 2 (two) hours after the Bank has
collected the Notice (Appendix Ne12), all documents
signed with ASM generated on a compromised key
are assumed invalid and are not accepted by the
Bank. If the Customer sends the Notice as a CBS
document, date and time of Notice receipt is fixed
automatically by CBS means.

Sending the Notice indicates the Customer’s request
to terminate acceptance and processing of any Ed
signed with ASM generated on a compromised key.

The Customer draws an Application for making a
technological key certificate (Appendix N2), hands it
over to the Bank as a hard copy. The Application may
be sent through special mailing (courier) service.

The Bank checks correctness of data specified by the
Customer in the Application, and in case results are
positive, generates a new technological key.

Issue of a new technological key by the Bank is paid
for by the Customer as per the Bank Tariffs.

The Customer (or the Customer’s person in charge)
with the Power of Attorney available (Appendix N 11)
collects the following in the Bank department:

. Technological keys;

5.2.2. CmMeHa knwoyen Bcregcrteue
KoMnpomMeTauum

B cnyyae komnpomeTauun paboumx knoyven KnueHt
HanpaenseT B baHk YBegomneHne o komnpomeTtauum
knoya ACI  (Mpunoxenve Ne12) (panee -
«YBegomneHue»). YBedoMneHne  MoxeT  BbITb
HanpasneHo B baHk:

o B BMAE TMUCbMEHHOrO YBeAOMMEeHus O
komnpomeTtauumn knoya ACI (Mpunoxexnne Ne12) Ha
ByMaxxHOM HoOcuTene, 3aBepeHHOro nevyatbio U
nognuceto KnneHta — 2 (gBa) ak3emnnspa,

. B Buge O no dopme YBegomneHus o
komnpomeTtaumm kntoda ACIT (MpunoxeHne Ne12),
HarnpaBneHHoro c NCMNONb30BaHNEM CBK,
noareepxaeHHoro  ACIl, cdopmupoBaHHOM  Ha
TEKyLLeM Kroye, B TOM YUCME W Ha KI4e, O
KOMMpomeTaLun KOTOPOro HanpaefsieTcsa [gaHHoe
YBegomnenue, NPUKPEennIeHHoro K o
«lMpon3BonbHbLIN OOKYMEHT B GaHk» C yka3aHWem B
none «Tema» - «YBegomreHuve O KOMMpOMeTauuu
Kroyen».

Mpu nonydyeHun ot KnveHta YBegomneHus Ha
BymaxxHOM HocuTene, coTpyaHuk baHka ykasbiBaeT
Ha 6naHke YBegomneHuss pJaty WM BpeMsi  €ro
nonyyeHns n nepepaet KnveHTy BTOpPOKW 3K3eMmnnsp
yBEOOMJIEHMS C OTMETKOM BPEMEHU perncTpaumm.

He nosgHee 2 (gByx) 4YacoB nocre nosfyvyeHus
Bankom Yeepgomnenus (Mpunoxernve Nel12) Bce
OOKyMeHTbl, nognucaHHble ACI], cdopmmnpoBaHHOmM
Ha  CKOMMPOMETMPOBAHHOM  KIKOYe,  CUYMUTaTCS
HegencTBuTenbHbIMU 1 bBaHkoM He npuHMMaloTCS.
Mpu otnpaBke KnueHTOM YBegomneHuss B Buae

aokymeHta CBK, pata w©n Bpemsa nonyyeHus
YBegomneHus  dukcupyetca  cpeacteamyn  CBK
aBTOMaTUYECKN.

HanpaBneHve YBegomneHuss o3HayaeT TpeboBaHue
KnueHta npekpatuTb NpueM K WCMOSIHEHWE obbIX
Of, nognucanHbix ACII, cdopMnpoOBaHHbIX Ha
CKOMMPOMETUPOBAHHOM Krltoye.

KnveHT odopmnaetr 3adBneHMe Ha W3roToBreHue
cepTudmkaTta TexHonornyeckoro knoya (MpunoxeHne
Ne 2), nepenaet ero B baHk Ha GymaxHOM HocuTene.
3asBneHne moxeT OblTb nepegaHO NOCPeACTBOM
crneuunanbHOW NOYTOBON (henbaberepckomn) CBA3N.
BaHk  ocywecTBngeT  nNpoBepKy  NPaBUIBHOCTU
ykasaHHbIX KrnveHToOM faHHbIX B 3asBneHun u, npu
NOMOXMWTENbHbBIX pe3ynbTaTax NPoOBEpPKU, NPOM3BOANT
dhopmMrpoBaHME HOBOrO TEXHOMOMMYECKOro Kroya.
Bbinyck BaHKOM HOBOrO TEXHOJOMMYECKOro Kroya
onna4ymeaetca KnueHtom cornacHo Tapudam bBaHka.
KnveHT (Mnn oteBeTcTBEeHHOe nuuo KrnveHTa) npu
Hanniun  [loBepeHHocTn  (Mpunoxenne  Ne11)
nonyyaert B NoapasaeneHnn baHka crepyollee:

. TexHonorn4yeckue Knouu,
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. Act of public key (certificate) acceptance
(Appendix N 6) - 2 (two) copies.

The Customer issues a Receipt of ASM technological
keys (Appendix N MpunoxeHne Ne 9).

After new technological keys have been installed in
the Customer workplace, the Customer signs and
seals the Act of public key (certificate) acceptance for
messages exchange in 2 (two) copies. The signed
copies of specified acts are to be delivered to the Bank
by the Customer.

One copy of Acts after having been signed by the
Bank is handed over to the Customer.

Further the Customer performs actions for
replacement (re-regeneration) of technological keys
for the working ones according to clause 5.1.3. of the
present Regulations.

Certificates of ASM keys that apply to compromised
private ASM keys, are not deleted by the Bank and are
stored in CBS.

5.2.3.Blocking of the Customer keys

ASM key may be temporarily (for up to 1 day)
blocked on the Customer’s request delivered to the
Bank over the telephone, fax, e-mail or any other
method provided that the Bank is able to confirm that
the request is coming from the Customer.

5.3. Support of the Customer
workplaces with CBS

In case of failures in operation of the
Customer CBS operation (including databases of
documents storage), the Customer:

Addresses the Bank over telephone for a
consultation;

In case it is impossible to solve the problem
over the telephone, draws, sings and delivers or faxes
(with further hand over of original copy to the Bank
department) a Request for CBS support works
execution to the Bank department (Appendix N
1MpunoxeHne Ne 0). Request for CBS support works
execution is delivered in 2 (two) copies.

In case it is technically impossible to execute
the works on CBS support in terms specified in the
Request for CBS support works execution, the Bank
officially over the telephone or through hard copy
notifies the Customer about it, and the Parties agree
on a different term for beginning of works.

On completion of works the Customer sings
the Request for CBS support works execution in part
of performed works list and having no complaints, and
one copy is given to the Bank.

. AxT npu3HaHus OTKpbITOro Krtova
(ceptudpukara) (Mpunoxenne Ne 6) - 2 (4Ba)
ak3emnnspa.

Knuent BblAaeT Pacnucky B nonyyeHuu

TexHonormnyeckmx knoyen ACIT (MpunoxeHne Ne9).
lMocne ycTaHOBKM HOBbIX TEXHOMOMMYECKNX KITHOYen Ha
cBoem paboyem mecte KnneHT nognucbiBaeT U
3aBepseT nevaTblo AKT MPU3HAHUSA OTKPLITOrO Kro4da
(ceptndmkara) ans obmeHa coobweHusmmn B 2
(aByx) 9k3emnnspax. [lognucaHHble 3K3eMnNsApbl
yka3aHHbIX aktoB KnueHT 06s3aH nepegate B BaHk.
Oann ak3emnnap AKTOB nocne noanucaHus baHkom
nepegaetca KnueHry.

Janee KnneHT BbINONMHAET OENCTBUS  NO CMEHe
(nepereHepaunn)  TEXHOMOrMYECKUX  KMOYEn  Ha
pabouue cornacHo n. 5.1.3. HacTosawero PernameHTa.

Ceptndukatel kntodern ACIl, cooTBeTCTBYHOLLME
CKOMMPOMETUPOBAHHBLIM CeKpeTHbIM  krntodam  ACIHT,
BaHkoM He ypanstoTcs n xpaHaTca B CBK.

5.2.3. bnokuposka knoden KnveHTta

Kniou ACIT moxeT OblTb BpeMeEHHO (Ha cpok o 1x
CyTOK) 3abnokuMpoBaH Mo npocbbe KnueHTa,
nepegaHHon B bBaHk no TenedoHy, dakcy,
SMNEKTPOHHOW NoYTe WM  WHbIM  crnocobom  Mpu
ycnosun, 4to baHk nmeeT BO3MOXHOCTb YCTaHOBUTD,
yTO Npockba ncxoaut oT KnneHTa.

5.3. ConpoeoxdeHue pabo4ux
mecm Knuenmoe CBK

B cnyyae <cboeB B paboTe nporpammHOro
obecneyeHnsas CBK Knventa (B TOM uucne 6a3
AaHHbIX XpaHeHUst AOKYMeHTOB) KnneHT:

. obpawaetcs B baHk no TenedgoHy 3a
KOHCYNnbTauuewu;
o B cny4yae HEBO3MOXHOCTU peLueHus

npobnembl No TenedoHy odopmnseT, nognucbiBaeT
n nepegaet B [logpaspeneHne baHka, nubo
oTnpaensieT akcoM C nocneaywlen nepenadven
opurnHana B lNogpasgeneHne baHka 3asBneHne Ha
BbiMONMHEeHNne paboT no conpoBoxaeHuto CBK
(MpunoxeHne Ne 10). 3asBka Ha BbINONIHEHME pPaboT
no conposoxaeHuto CBK nepepaetcs B 2 (ABYX)
3K3eMmnnsipax.

B cnyyae TexHM4YecKkom HEBO3MOXHOCTU BbIMOSIHEHMS
pabot no conpooxaeHuto CBK B ykasaHHble B
3asiBKe Ha BbIMOMHEHMe paboT Mo COnpPOBOXAEHUIO
CBK cpoku, baHk oduymanbHo no TenedoHy unm Ha
BymaxxHOM HocuTene yBegomnsieT o6 aTom KnueHta,
1 CTOPOHbI COrnacyroT MHOW CPOK Havyana paboT.

Mo okoHyaHwn paboT KnueHT nopnucbiBaeT 3asiBKy
Ha BbINnonHeHue pabot no conposoxaeHuto CBK B
YacTU NepeyHsl BbIMOMHEHHbIX pPaboT M OTCYTCTBUS
npeTeH3nin 1 OanH ak3eMnnap nepegaet baHky.
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Payment of CBS support services is done
according to the existing Tariffs.

5.4. Procedure of the Customer
service recommencement in CBS

Recommencement of service in CBS related
to blocking since planned replacement of the
Customer working keys has not taken place (clause
5.2.1.) is done as per procedure similar to clause
5.2.2. of the Regulations.

Recommencement of service in CBS related
to temporary blocking of transactions processing in
CBS on the Customer request (clause 5.2.3.) is dome
automatically in case the Bank does not receive
“Notice of keys compromise” within 1 day.

OnnaTta ycnyr no COMpPOBOXOEHNIO CBK
nNpou3BOaMTCA CornacHo gencrayowmnm Tapudam.

5.4. lNopsiook 80306HO8B1IEHUSs
ob6cnyxueaHusi Knuenma e CBK

BosobHoBneHne obcnyxueaHmsas B CBK B
cBA3M € OMOKMpPOBKOW  M3-3a  HenpoBeOeHHOMN
NMaHoOBOM CMeHbl paboumx kntoven KnueHta (n.5.2.1)
OCYyLLLeCTBNAETCA B nopsgke aHanormyHoMm n. 5.2.2.
PernameHnra.

Boso6HoBneHne obcnyxmBaHna B CBK B
CBA3NW CO BpEeMeHHOW O6noKNPOBKOW NpoBeAeHUs
onepauun B CBK no npocbbe Knnenta (n.5.2.3.)
NPONCXOAMUT aBTOMAaTUYECKN B Crydae HenonyyeHusi
baHkoM B TeuyeHue 11X CyTOK «YBegomneHue O
KOMMpOMETaLUN KITHYEN».
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6. ORGANIZATION OF
ELECTRONIC DOCUMENTS
CIRCULATION

6.1. Acceptance and processing of
electronic documents

Acceptance/transfer and processing of ED are
executed by the Bank on business days from 9:00
a.m. to 6:00 p.m.

The Parties agree that the single time scale
acceptable for operation with the System is local time
of Moscow. Control time is the time of the Bank server
system clock.

The time of document acceptance in the Bank
is the time a status “Accepted+” is assigned to the
document at the Bank server.

The Bank processes the documents in
compliance with the Bank account agreement (-s) and
with The Regulations for servicing of legal entities and
individual entrepreneurs in CB “Garanti Bank -
Moscow” (ZAO) (further — the Regulations for clients’
servicing).

Acceptance of payment document for
execution on the current business day is done by the
Bank from 9:00 a.m. to 4:00 p.m. At the same time
the payment documents for execution on the current
business day are accepted without preliminary
reservation of funds in accordance with terms
prescribed by the Regulations for clients’ servicing. On
the expiry of the term of accepting of the payment
documents for processing on the current business
day, subject to Regulations for clients’ servicing, the
payment documents for execution on the current
business day are accepted only within the limits of
previously reserved funds. Reservation of funds is
done through CBS with application of electronic
document “Application for reservation”. The application
specifies reserved funds in the amount planned for
processing within the limits from the moment of the
expiry of the term of accepting of the payment
documents for processing on the current business
day, stipulated by Regulations for clients’ servicing till
4 p.m. separately for each currency.

The time of documents acceptance may be
changed by the Bank in one-side with preliminary
notice of the Client not later than 2 working days
before the change.

6.O0PTAHU3ALNA INEKTPOHHOI'O
AOOKYMEHTOOBOPOTA

6.1. lNpuem u obpabomka
3/1eKMpPOHHbIX OOKYMEHMoe

Mpuem/nepenava " obpaboTka cJil
nponssogaTcs baHkom B paboune aHu ¢ 9:00 go 18:00
Yyacos.

CTOpoHbl MpM3HAOT B KayecTBe eOuHON
WwKansl BpemeHu npu pabote ¢ Cuctemon MecTHoe
Bpema . MockBbl. KOHTpOMbHbIM SBMASIETCS Bpems
CUCTEMHBIX YacoB cepBepa baHka.

BpemeHem npuema pokymeHta B baHke
cuMTaeTcsa BpeMsi NONyYeHUs AOKYMEHTOM COCTOSIHUS
“MpuHaT+” Ha cepepe baHka.

BaHk nmpon3BOANT UCNONHEHNE OOKYMEHTOB B
cooTBeTCcTBMM C [loroBopoM(-amun) 6aHKOBCKOro cyeTa,
a Takke ¢ PermameHTOM 0bBCnyXuBaHUsi lopMan4eCcKnx
vy, 1 uHAaMBMAYanbHbIX npegnpuHumartenen B Kb
«apaHTn BaHk — MockBa» (3AO) (ganee no TekcTy —
PernameHT obcnyXnBaHus KNMeHTOB).

Mpuem NNaTteXHblX  OOKYMEHTOB  Ans
NCMNOSTHEHNS TeKyLm BGaHKOBCKMM OHeM
npoussogntca bankom ¢ 9:00 go 16:00 wacos. [Mpwu
3TOM nnaTexHble [AOKYMEHTbl ANd  UCMOSIHEHUS
Tekywum  pabounmm  gHem  npuHuMmatotca  6es
npeaBapuUTENbHOrO  pe3epBMpOBaHUS  CpPeactB B
COOTBETCTBMM  CO  CpOKamu,  YCTAHOBMEHHbLIMU
PernameHTtom obcnyxnBaHms KNNEHTOB. Mo
UCTEYEHNM CpoKa MnpuemMa MraTeXHbIX [OOKYMEHTOB
ONst UCMOMHEHUS TEeKyWwMM [OHEM, YCTaHOBIEHHOrO
PernameHTOM 0GCNyXMBaHWUA KMMEHTOB, MNaTeXHble
OOKYMEHThI NSt UCMOJIHEHMS TEKyLUM paboynm gHem
NPUHUMAOTCA TOMbKO B npefenax npeaBaputensHo
3ape3epBMpOBaHHbIX cpeacTB. PesepBauusa cpencts
ocyuwlectBnsietca 4yepes CBK ¢ wucnonb3oBaHuem
3MNEeKTPOHHOro AOKyMeHTa «3asiBka Ha pe3epBauuioy.
B 3asBKke ykasbiBalOTCA pe3epBUpyeMble CpencTBa B
obbeme, nnaHMpyeMoM K MpOBEOEeHU B nepuos C
MOMEHTA WCTEYEHUS CpoKa npueMa nnaTeXxHbIX
OOKYMEHTOB [ANs  WCMOJIHEHMSA TeKywum paboynm
OHEM, YCTaHOBMNEHHOro PernameHToM obCnyXuBaHus
KnneHToB, Ao 16:00, onsa kaxkgon BantoTbl OTAENBHO.

Bpemsi npuema [OKYMEHTOB MOXeET ObITb
nameHeHo bBaHKkOM B OOHOCTOPOHHEM nMoOpsOKe C
npegBapuTenbHbiM  yBedomneHnem  KnveHta He
nosgHee, 4em 3a 2 (gBa) pabouux OHA OO Aathl
N3MEHEHUS.
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6.2. Stages of electronic
documents circulation

6.2.1.ED generation

ED generation is
procedure:

. List of document types accepted by the Bank
for processing in CBS is given in the List of electronic
documents subject to processing in CBS (Appendix N
Mpunoxexune Ne 3).

) ED is drawn by filling of standard document
form provided in CBS for this type of ED, i.e. by entry
of data in document form according to field
designations. In process of ED generation CBS
automatically confirms availability of obligatory
information in appropriate fields of document form. ED
key fields are all details obligatory for this ED type,
absence of which makes proper processing of ED
impossible.

realized as per the following

. It is permitted to generate ED in the form of
text document of Microsoft Word format for further
sending to the Bank as attachment to ED “Unspecified
document to the Bank”. In this case the document is
generated by the Bank on the basis of CBS document
print form. List of documents accepted for processing
as attachment to an unspecified document is defined
by the Bank and is listed in the List of electronic
documents subject to processing in CBS (Appendix
NellpunoxeHne Ne 3).

o Generated ED is signed by required ASMs.

6.2.2.Sending and delivery of ED

ED is assumed as outgoing from the sender, if:

. ED is signed with an effective ASM key
(effective ASM keys) of the sender;

. The recipient is not informed about
compromise of the effective ASM key (effective ASM
keys) of the sender;

. ED is sent to the recipient through CBS
means.

ED is not assumed as outgoing from the sender, if:

. ED failed to go through the validation for text
integrity and ASM authenticity;

. The recipient is informed about compromise of
the sender’'s ASM keys.

6.2. Amansbl 351eKMPOHHO20
dokymeHmoob6opoma

6.2.1. dopmmpoaHune 3]

dopmupoBaHne 31 ocyLlecTBAsSieTCs B crefyowem
nopsiake:

. CMWUCOK BMAOB [OOKYMEHTOB, MNPUHMMAaEMbIX
baHkom k ucnonHeHmtio B CBK ykasaH B [lepeyHe
3NEKTPOHHbIX JOKYMEHTOB, noanexatimx obpaboTke B
CEK (MpunoxeHue Ne 3).

. 3l odopmnsgerca nytem  3anofiHeHud
cTaHgapTHoW opMbl AOKYMEHTa, NpeayCMOTPEHHON
B CBK ans ganHoro Bupa 3[, T.e. BHECEHUSI AaHHbIX
B (OpMYy [OOKyMeHTa COrflacHO HauMeHOBaHWAM
nonen. MMpu odopmnennn 3O CBK ocywecTtBnsaer
aBTOMaTUYECKUI KOHTPOIb NpUCYTCTBUS
obsi3aTenbHOM MHGOPMaUMM B COOTBETCTBYHOLLUX
nonsx ¢opmbl AokyMeHTa. KntouyeBbimMn nonamu O
ABMNAITCA Bce obsizaTenbHble Ana agaHHoro Buaa O
pekBM3uTbl, ©e3 Hanuunss KOTOpbIX Hagnexaiiee
ncnonHenne 3] aBnseTcsi HEBO3MOXHbIM.

o Honyckaetca dopmupoBaHne 3 B Buge
TEKCTOBOro AokymeHTa B ¢hopmaTte Microsoft Word
ansa  ganbHenwen nepecbinikn B baHk B BMAe
BnoxeHusi B 31 «MNpon3BonbHbIA JOKYMEHT B GaHK».
B aTtom cnyyae gokymeHT cpopmupyetca baHkom Ha
OCHOBaHWW nedvatHon opmbl gokymeHTa CBK.
MepeveHb JOKYMEHTOB, MPUHMMaEMbIX K 0bpaboTke B
BUOE BIIOXEHUS B  MPOU3BOSbHLIN  OOKYMEHT,
onpepgensietca baHkom un ykasbiBaetca B [lepedyHe
3MNEeKTPOHHbIX AOKYMEHTOB, Noanexalumx obpaboTtke B
CEBEK (MpunoxeHue Ne 3).
. CdpopmurpoBaHHbIn
Heobxogumbimn ACT.

30

noanncbiBaeTcAa

6.2.2. OTnpaBka 1 goctaBka 94

O[1 cumTaeTcs UCXoasLLMM OT OTNPABUTENS, ECIU;

. Ol nognucaH  OEWCTBYKOLMM  KIHOYOM
(oencteytowmmn kntovammu) ACI1 otTnpaButens;
. nonyyatesnb He yBeOMJIEH O KOMMPOMETaLUn

JencTByloLLero krntoya (gencreyrowwmx knwoven) ACTKI
oTnpaBuTens;

. 91 nepepaH nony4yatento cpegcrsamu CBK.
O[] He cunTaeTCcst MCXOOSALWMM OT OTNPaBMUTENS, ECIN:
. O He npolwen npoBepky Ha LENOCTHOCTb
TekcTa n nognnHHoctb ACIT;

. nonyyatenb yBeOOMSIEH O KOMMpPOMETauun
knoyen ACIT oTnpasuTens.
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6.2.3.Validation of ED authenticity

Validation of delivered ED authenticity includes the
following:

. Deciphering of ED;

. ED check for compliance with established
format for this type of ED;

. Validation of electronic document ASM
authenticity;

o Check of ED parameters for compliance with

requirements of the Agreements between the Bank
and the Customer. In case of positive validation result,
ED is accepted for processing or taken notice of,
depending on ED type.

In case ED fails to go through the check of drawing
accuracy or its ASM is not confirmed, the Bank does
not accept this ED for processing/notice, which is
automatically communicated to the Customer through
CBS.

On successful completion of all validation stages, the
Customer ED is processed in due time stipulated by
the Bank account agreement (-s).

6.2.4.Confirmation of ED receipt

“Confirmation” represents an ED without a visual
image, and serves for amendment of confirmed ED
status.

Confirmation may only be received in process of
communication session with the Bank.

Unless otherwise stipulated by separate agreements
between the Bank and the Customer, ED is assumed
to be uncollected by recipient until the sender receives
appropriate electronic document of “Confirmation”

type.

6.2.5.ED revocation

CBS participant is entitled to revoke a sent ED by
sending an electronic document “Application (query)
for document revocation to recipient, unless otherwise
stipulated by a separate Agreement between the Bank
and the Customer of CBS.

“Application (query) for document revocation” must
specify the grounds for ED revocation.

ED may be revoked only before its processing is
started by recipient. The Bank is entitled to refuse

6.2.3.NMpoBepka nognMHHocTn 3L

MpoBepka NoafIMHHOCTU [OCTaBfEHHOro c)i|
BKITIOYaET:

. pacwmncpposky 3[;

o NpoBepKy a4 Ha COOTBETCTBME
yCTaHoBMeHHOMy chopmaTty Ansa gaHHoro suga O[;

. nposepky noanuHHoctu ACIl anekTpoHHOro
OOKYMEHTA;

. NpoBEepKy COOTBETCTBUA napameTpoB 3
TpeboBaHnam  [oroBopoB mexgy baHkom un

KnneHntom. B cny4dyae noJNioXUTeNbHOro peasyrnbTarta
NPOBEPKU, S,EI, NPUHNMAETCA K WCMNOJIHEHUKD WU K
cBeaeHuo, B 3aBMCMMOCTK OT TUNa S,D,

B cnyvae, ecnm 3[0 He npoxoauT KOHTPOMb
NpaBUNbHOCTKU 0POPMIIEHMS UNWN HE NOATBEpXAAaeTCA
ero ACIl, baHKk He npuHUMaeT p[daHHbin O K
WCMNOSHEHN0/CBEAEHNIO, o yem KnueHt
aBTOMaTu4yeckn nony4vaet nsseweHne CBK.

Mpu ycnewHoMm 3aBepLUeHMU BCEX ITanoB KOHTPOIS
clil KnneHta NcnonHaeTcs B CpOKMU,
npegycmoTpeHHble  [loroBopom(-amn)  6aHKOBCKOro
cyeTa.

6.2.4. NogreepxaeHune nonyyvyeHna 3L

“MopTeepxxaoeHne” npepctasnsetr cobov 30, He
UMEKLLNA BU3yanbHOrO NPeACTaBMNEHUs, U CIYXUT
AN N3MeHeHus ctaTyca noaresepxgaemoro 9.
MoaTeBepxxaeHMe MOXET OblTb MOMYy4YEHO TONbKO BO
BpeMsi ceaHca CBs3u ¢ baHkom.

Ecnm wuwHOe He nNpeaycMOTPEeHO  OTAENbHbIMM
porosopamu mexay baHkom wn KnueHtom, Tto 3
cuuTaeTcs Henosny4yeHHbIM nonyvaTenem Jo Tex nop,
noka OTNpPaBWUTENb HEe MOMy4YuIT COOTBETCTBYHOLLENO
3MNEeKTPOHHOIro fOoKyMeHTa Tuna «lMogTeepxaeHue».

6.2.5. O13bIB O[]

YyactHuk CBK BnpaBe oTo3BaTb oTnpaBneHHbin O

nytem  OTNPaBkM  MonyvyaTento  3MEeKTPOHHOro
OOKyMeHTa  «3asiBreHue  (3anpoc) Ha  OT3bIB
AOKYMEHTa», eCnvM UWHoe He npedycMOTPEHO

oTaensHbiM [JoroBopoMm mexay baHkom n KnveHTom

CBK.

B «3asBneHun (3anpoce) Ha OT3bIB [OKYMEHTa»

OOJPKHO yKa3blBaTbCsl OCHOBaHMe 0T3biBa O[.

31 moxeT OblTb OTO3BaH TONMbKO OO0 Hayana ero

ncnonHenuns nonyyatenem. baHk BrnpaBe oTkasaTb B
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revocation to the sender, if ED is irrevocable.

6.2.6.ED accounting

Accounting of ED sent through CBS is carried out by
the Bank in CBS database. As ED is sent through
CBS, the system automatically accounts the sent ED.

6.2.7.ED storage

Archive storage of ED lasts for five years, unless
otherwise stipulated by the existing legislation of the
Russian Federation, and also by Agreement on CBS
application.

OT3blBE OTnpaBuTento, B Cliydae HEeBO3MOXHOCTU

oT3biBa .
6.2.6. YyeT 3]
Yyer a0, OTNpaBEeHHbIX yepes CBK,

ocyulectBnsietcs baHkom B 6ase gaHHbix CBK. Tpu
otnpaBke 3 uepes CBK cucrtema aBTOomMaTuMyecku
ocyLlecTBRseT yyeT oTnpasneHHoro 3.

6.2.7. XpaHeHnune 9O[1

ApxuBHoe xpaHeHue J[l ocyllecTBnsieTCs B TeYeHne
naTM  NeT, €ecnM UWHoe He  NpeaycMOTPeEHO
OENCTBYOWNM 3akoHogaTenbctBom P®, a Takke
CornauweHueM o6 ucnonb3osaHum CBK.
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MpunoxeHune Ne 1

):g rapaHTM BaHk K PernameHTy npenocrtaBieHnA

Mocksa 1 o6enyxuBaHusa cuctembl «BbaHk-KnueHT»

3AABINEHUE
Ha nogknto4eHune K cucteme «baHk-KnmeHt»

« » 20 r. r. Mocksa

Mpocum Bac obecneuntb noagkntoveHne k cucteme «baHk-KnmeHT».
PEKBU3UTbI OPTAHN3ALIUNA

HanmeHoBaHue

NHH
OrpH
MPUYNHA OBPALLEHNA

I:' - NepBUYHOE NnoakKnty4eHne

|:| - I3MeHeHVe napameTpoB NOAKII0YEHNS
MAPAMETPbI MOAKNIOYEHNA

Pexum paboTbl |:| - MONHBIA JocTyn |:|- nosny4eHne BbIMUCKU
Kanan cBssu |:| - UHTEepHeT |:|- Moaem

Konunyectso nognucen nog nnatexHbiMy 3
[lOKyMeHTaMu |:| - ABe nognucu |:| ofHa noanuch

Konnyecteo nuueHsun CK3U
KOHTAKTHbIE NMMLA KITMEHTA

Mo TexHnyeckum Bonpocam TenedoH:
Byxrantep, paboTatowun ¢ cuctemomn TenedoH:
OONONHUTENbHAA NHOOPMALINA
|:| - camocTosiTeNnbHas ycTaHoBKa I:‘ - ycTaHoBKa cneuuanuctom baHka
lModnuck pykosodumerns [o17]0] dama
lModnuck enasHoeo byxeanmepa [o17]0) dama
M.T1.

OTMETKW BAHKA
Homep opranusauum B BUC (CNUM)

[aHHble, npegocTtaBJieHHbIE KITMEHTOM, NMPOBEPEHLI.

[omkHoCTb Moanuck

3BO3MO)KHO npuy OTCYTCTBUK B LUTATE OpraHn3aumm nmua, KoTopomMmy MOXeT ObITb npegocTtaBieHo nNpaBo BTOpOl7I noanucun.
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Appendix No. 1

sg rapaHTVl BaHk to Regulations of “Client Bank” system

Mocksa provision and maintenance

APPLICATION
for connection to “Client bank” system

« » 20 Moscow

We kindly request that you provide us with connection to “Client bank” system.
COMPANY DETAILS

Name

Tax Payer ID

Primary State Registration Number
CAUSE OF APPLICATION

|:| - primary connection
|:| - modification of connection parameters
CONNECTION PARAMETERS

Mode of operation |:| - full access |:| statement receipt

Communication channel |:| - Internet |:| modem

Number of signatures on payment

documents I:' - two signatures |:| single signature*

Number of cryptographic IPM licenses

CUSTOMER CONTACTS

For technical issues Telephone:
Accountant working with the system Telephone:
ADDITIONAL INFORMATION
|:| - independent installation |:| - installation by Bank expert
Signature of Supervisor Name date
Signature of Chief Accountant Name date
Stamp here

BANK NOTATIONS
Company number in BIS (CNUM)

Data submitted by the Customer have been verified.

Position Signature

“Possible when Company staff does not include an individual, who may be provided with the right of the second signature.
25



MpunoxeHune Ne 2

sg rapaHTM BaHk k PernameHTy npepocTtaBneHus

Mocksa 1 o6enyxuBaHusa cuctembl «BbaHk-KnueHT»

3AABJEHUE
Ha N3roToBIeHNE TeXHONIOrNYeCKOro Knio4a

« » 20 r. r.Mocksa

Mpocum Bac M3rotoBUTbL M NPEeOOCTaBUTbL TEXHOJIOMMYECKUI KoY U cepTUduKaT TEXHONOrMYecKoro
krtoya ACTI.

PEKBU3UTLlI OPITAHN3ALINA

HanmeHoBaHue

VHH
OrPH

CBEOEHWA O BJIIAAENBLE KINKOYA ACTIT (BAMOJNTHAETCA NMEYATHBIMA BYKBAMW)

[omkHOCTb

damunus

Nmsa

OT14ecTBO

[loKyMeHT, yAOCTOBEPSIOLLMIA NINYHOCTD
(BvA, cepus, HoMep, Kem 1 Korga BblaaH)

KoHTakTHbIN TenedoH/agpec
3NEKTPOHHON MOYThI

TVM noanmciu

MPUYNHA OBPALLEHNA

|:| - NePBUYHOE NOAKIIOYEHME |:| - nocne koMnpomeTauum

(- apyroe

OOMNONHUTENBHAA NHOOPMALINA

lModnucek pykogodumens N0 dama

OTMETKW BAHKA
Homep opranusauum B BUC (CNUM)

[aHHble, npegocTtaBJieHHbIE KITMEHTOM, NMPOBEPEHLI.

[omkHoCTb Moanuck

5BO3MO)KHO npun OTCYTCTBUW B LUTATE OpraHm3auuu nmua, KOTopomMy MOXeT 6bITb npenocTaBsieHo npaBo BTOpOVI noanucu.
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Appendix No. 2

))g rapaHTM BBHk to Regulations of “Client Bank” system

Mocksa provision and maintenance

APPLICATION
for making a technological key

« » 20 Moscow

We kindly request that you make and provide a technological key and certificate of ASM technological
key.

COMPANY DETAILS

Name

Tax Payer ID

Primary State Registration Number

DATA ON ASM KEY OWNER (FILLED WITH BLOCK LETTERS)

Position

Surname

Name

Patronymic

Identification document (type, series,
number, date of issue and issuing
authority)

Contact telephone / e-mail address

SIGNATURE TYPE

[ singe® irsy []only sending

CAUSE OF APPLICATION

|:| - primary connection |:| - after compromise

|:| - other

ADDITIONAL INFORMATION

Signature of Supervisor Name Date

Stamp here

BANK NOTATIONS
Company number in BIS (CNUM)

Data submitted by the Customer have been verified.

Position Signature

®Possible when Company staff does not include an individual, who may be provided with the right of the second signature.
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MpunoxeHune Ne 3

N
:,g ra pa HTU BaHk k PernameHTy npegocTaBneHus

Mocksa 1 o6enyxuBaHusa cuctembl «BbaHk-KnueHT»

NEPEYEHDb

3/1eKTPOHHbIX AOKYMEHTOB, NnoAanexawmx obpabotke B cucteme «baHk-KnneHT»

B cucteme «BaHk-KnueHT» o6paboTke noanexaT crneaytolime JOKYMEHThI:

nraTexxHoe nopyyeHuve,
BbINMCKa U3 cyeTa,

3anpoc Ha MosyyYeHve BbINMUCKA U3 cyeTa,

nopyyeHne Ha Npoaaxy MHOCTPAHHOW BantoThl,

pacnopspkeHve Ha 06si3aTenbHY NPoAaXy UHOCTPaHHOW BamnkoThl,
nopy4deHue Ha NoKynky MHOCTPaHHOWN BamntoThl,

nopyyeHue Ha NepeBod MHOCTPAHHOW BanioThl,

nopy4eHne Ha KOHBEPCUIO OAHOW MHOCTPAHHOW BamnioThbl B APYrYHo,
3asiBka Ha pe3epBMPOBaHNEe CPeACTB,

e 3asBrneHune (3anpoc) Ha OT3bIB JOKYMEHTA,

e CrpaBKa O BasoTHbIX onepaumsx,

e  3aMpoc COCTOSHUSA AOKYMEHTa («KBUTOBKaY),

e [OKyMeHT cBobogHoOro copmarta, B TOM YUCNE BROXEHWEM B JOKYMEHT cBoBoaHOro copmara
ABMSAOTCA CneayroLime AOKYMEHTbl BantoTHOro KOHTPONs, noanexaiime obpabortke B CBK:

O

O
O

Macnopt coenku (npepoctaensetcsa B baHk B cootBeTcTBMM ¢ WHCTpykumen BaHka
Poccum Ne 117-W);

Konuu KoHTpakTOB (OOroBOpOB, cornaweHun v T1.n.) (npegocTtaBnsioTca B baHk B
cootBeTCcTBUN C UHCTpyKumen banka Poccum Ne 117-U n aenaiTcs ocHoBaHWEM Ans
COBEpLLEHMS BantOTHbIX onepauni);

CnpaBka O noaTBepXaalLwWwmux AOKYMEHTax (npegocTaBnseTca cornacHo [lonoxeHuto
BaHka Poccun Ne 258-T1);

CnpaBka O pacyeTax u4epe3 cdeTa 3a pybexom (NpedocTaBrsieTcsi COrnacHo
MonoxeHuto baHka Poccuu Ne 258-1M);

CnpaBka o noctynneHun BanioTel Poccuitickon ®epepauun (npegoctaBnseTcs
cornacHo MNonoxeHuto baHka Poccun Ne 258-M1);

3aaBneHne Ha Noakto4eHne k cucteme « baHk-KnmeHt»

YBeAOMIEHNE O KOMMPOMETAaLIMMN KIoYa;

3asBneHne Ha MpUOCTaHOBKY/BO30OHOBIEHNE obcnyxumBaHua B cucteme «baHk-
KnueHT»

3asBneHune Ha BbINoMHeHne paboT No CONpPOBOXAEHNIO CUCTEMbI « BaHK-KrneHT»
3asiBrieHne 0 NpeaocTaBfeHMM BbINMMCOK N0 OaHKOBCKMM cyeTam Mpu UCMOSb30BaHUM
cuctembl «baHk-KnueHTty;

3asBneHne 06 n3ameHeHUn pekBM3nToB B cucteme «KnneHT — baHky;

3asiBneHue o pactopxeHumn [loroBopa 06 ncnonb3oBaHMn cuctemMbl « baHk-KnneHTt».

MepeuncneHHble B AaHHOM [lpunoxeHnnM OOKyMeHTbl, nepegaHHble B baHk mocpegctsom CBK, npu
HagnexaweM odOpMMeHNM MpUPaBHUBAIOTCA K MOOOOHBIM [OKYMeHTaM Ha OyMaxHbiX HOcUMTensax wu
nopoxgatoT obszarensctsa CTopoH no [jorosopy.

CBuOeTenLCTBOM TOrO, YTO SMEKTPOHHBLIN AOKYMEHT MPUHSAT, ABNAETCH SMNEKTPOHHAs KBUTAHLUMA O ero
NPUHATUK (YBEOAOMIIEHME O JOCTaBKe).
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Appendix No. 3

N
)/g ra pa HTU BaHk to Regulations of “Client Bank” system

Mocksa provision and maintenance

LIST

of electronic documents subject to processing in “Client bank” system

The following documents are subject to processing in “Client bank” system:

Payment order,

Account statement,

Request for account statement,

Order for foreign currency sale,

Order for obligatory sale of foreign currency,

Order for purchase of foreign currency,

Order for transfer of foreign currency,

Order for conversion of one foreign currency into another one ,
Application for reservation of funds,

Application (request) for revocation of document ,

Certificate of currency transactions,

Request of document status (“reconciliation”),

Document of free format, also the following documents of currency control subject to processing
in CBS are attached to free format document:

o Transaction passport (submitted to the Bank according to Instruction of the Bank of
Russia No. 117-);

o Copies of contracts (agreement, etc.) (submitted to the Bank according to Instruction of
the Bank of Russia No. 117-1 and serve as a basis for settlement of currency
transactions);

o Certificate of confirmation documents (submitted according to Regulation of the Bank of
Russia No. 258-P);

o Certificate of settlements through foreign accounts (submitted according to Regulation

of the Bank of Russia No. 258-P);

Certificate of the Russian Federation currency receipt (submitted according to
Regulation of the Bank of Russia No. 258-P);

Application for connection to “Client bank” system

Notice on a key compromise;

Application for suspension/recommencement of service in “Client bank” system

Request for “Client bank” system support works execution

Request for issue of bank account statements using “Client bank” system;

Notice on amendment of details in “Client bank” system:;

Notice on termination of Agreement on application of “Client bank” system.

O

O 0O O O O O O

Documents listed in the present Appendix, submitted to the Bank through CBS, in case of proper
drawing, are given the same status as identical hard copy documents and generate obligations of the Parties
according to the Contract.

Confirmation of the fact that electronic document has been received is an electronic receipt of its
acceptance (delivery confirmation).
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MpunoxeHune Ne 4

:)g ra pa Hm BaHk kK PernameHTy npegoctaBneHus

Mocksga n obcnyxmnsaHmsa cmcteMbl «baHk-KnneHT»

NMEPEYEHDb
TEXHMUYECKMX CPeACTB KITMEHTCKOro pabo4yero mecta, Heo6xoanumMbIX Ans
yCTaHOBKM cucteMbl «baHK-KnmeHT»

IOna ycTaHOBKM M (pYHKUMOHMPOBaAHUS cucTeMbl «BbaHK-KnneHT» nporpamMHo-annapaTHbIA KOMMSEKC
KnveHTa (nepcoHanbHbI KOMMbIOTEP, HA KOTOpbIA YycTaHaBnmBaeTcss Cuctema "BaHk-KnueHTt"), gorkeH
yOOBMNETBOPATb CNeayloWwmnm TpeboBaHUsAM:

e KowmnbloTep knacca He Huxke P 600.

e OnepaumnoHHas cuctema MS Windows 2000, XP, Vista

e Hanuyue cBobogHoro mecta Ha gucke He meHee 100 MG.

e OObem onepaTvMBHOM MamMATU He MeHee 128 M6 u He Hwke TpeboBaHWUN, NpeabsBNAEMbIX
ycTaHoBneHHon OnepaumoHHON CUCTEMOW.

e YCTaHOBMNEHHOE, NOAKMIOYEHHOE N HAaCTPOEHHOEe KOMMYHUKALMOHHOE oGopyaoBaHue (MOAEM,
ceTeBas kapTa u ap.), obecne4ymBaroiee BO3MOXHOCTb YCTAHOBMNEHUSA coeanHeHnsi ¢ baHkom
no ogHOMY M3 uMmetowmuxca kaHanos cBasn (Internet, TenedoHHaa nuHns ATC, BbloeneHHas
NVHUSA, paguo KaHan, oNTOBOSIOKOHHASA NUHUA U Ap.).
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Appendix No. 4

N
:13 rapa HTU BaHk to Regulations of “Client Bank” system

Mocksa provision and maintenance

LIST

of Customer workplace hardware required for installation of “Client bank”

system

For installation and functioning of “Client bank” system, the Customer software-hardware complex
(personal computer, to which “Client bank” system is installed), must meet the following requirements:

Computer of at least P 600 class.

Operational system MS Windows 2000, XP, Vista

At least 100 Mb available on disk.

RAM at least 128 Mb and not below the requirements established by Operational system.
Installed, connected and adjusted communication equipment (modem, netcard, etc.), providing
for possibility to connect to the Bank through one of available communication channels
(Internet, telephone line of automatic telephone station, dedicated line, radio channel, fibre optic
line, etc.).
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ot rapaHTMbaHk

Mockea
MpunoxeHue Ne 5

kK PernameHTy npegocraBneHus
n obcnyxunsaHusa cmcteMol «baHk-KnneHT»

PEKOMEHOALUA'

KnuneHTy no obecneyeHuto 6e3onacHocTu nHcpopmMaumm npmu aKcniyaraumm cpeacTea 3awmThbl

nHcpopmauumn

e PekomeHpauuu no opraHv3auMoHHOMY obGecneyeHuto 6e30nacHOCTN CpeacTB 3aluTbl MHOPMaLUK
(nanee - C3M):

(o]

(¢]

O

B opraHu3auum KnveHTta Bblgenstotcs (onpeaensitoTcs) AOMMKHOCTHbIE NLa, OTBETCTBEHHbIE 3a
obecneyeHne 6esonacHoOCTU MHopmMaumm n akcnnyatauum C3U;

B opraHusauun KnueHta paspabatbiBaloTCs HOPMaTUBHbIE AOKYMEHTbI, perrnameHTupyroLme
Bonpockl 6e3onacHoCcTV nHopmaummn 1 akcnnyaTtaumm C3U;

kK pabote ¢ C3W ponyckaloTcs COTPYAHWKW, MMEIOLIME HaBblkM paboTbl Ha MepcoHanbHOM
KOMMbIOTEPE, O3HAKOMIIEHHbIE C NpaBuiamu akcnnyataumm C3U.

e PekxomeHgauumn no pasmerennio C3U 1 pexrmy oxpaHsbl:

(o]

O
O

NMOMeLLIEHMS, B KOTOPbIX pa3MeLLalTCsl TEXHUYECKNE CPeacTBa KIMEHTCKOro paboyero mecra co
BCTPOEHHbIMU C3WU, ABNAIOTCA PEXMMHbIMU U OOMKHbI 06ecneunBaTb KOHUOAEHUMANBHOCTD
NpoBOANMbIX paborT;

pasMeLlLeHe PEXUMHbBIX MOMELLEHMA U nx obopynoBaHWe AOSMKHbI UCKMYaTb BO3MOXHOCTb
OECKOHTPONBHOIO MPOHMKHOBEHUSI B HWX MOCTOPOHHUX Iuu, M obecneymBaTb COXPaAHHOCTb
HaxXoOsALMXCS B 3TUX NOMELLEHUSIX KOHPUAEHUNANBHbIX JOKYMEHTOB U TEXHUYECKUX CPEACTB;
pa3smelleHne o00opyaoBaHMs, TEXHUYECKUX CPEACTB, NpedHasHavyeHHbIX Ans obpaboTku
KoHdMAeHUmanbHon uHdopMaumMM, AOIMKHO COOTBETCTBOBATb TpeboBaHMAM  TEXHUKU
©e30nacHOCTU, CaHUTapHLIM HOpMaM 1 TpeboBaHNSIM NoXXapHoN 6e3onacHoCTY;

BXOOHbIE [ABEPU  PEXUMHBIX MOMELLUEHMN [OIMKHbl  ObiTb  06OpygoOBaHbl  3amMKamu,
obecneynBaLLUMM HAOEXHOE 3aKpbITUE MOMELLEHUIN B Hepaboyee Bpems;

OKHa W ABepu JOMMKHbI ObITb 000pPYAOBaHbI OXPaHHOW CUrHanu3aumen, CBA3aHHOW C MyNbTOM
LleHTpann3oBaHHOro HabnwaeHns 3a curHanusaumen;

pasmelleHne TEeXHUYECKUX CPeacTB B PEXMMHOM  MOMELLEHMM [OOSDKHO  MCKMYaTh
BO3MOXHOCTb  BM3yanbHOMO MPOCMOTPa KOH(UAEHUMamNbHbIX [OOKYMEHTOB W  3KpPaHOB
MOHMWTOPOB, Ha KOTOPbIX OHA OTPaXXaeTcsl, Yepes3 OKHa;

B PEXUMHbIE MOMELLEHUS] OOMYCKalTCs PyKOBOAUTENW opraHu3auun KnueHTa, cOTpyAHMKM
nogpasgeneHns 6e3onacHOCTU U UCMONMHUTENN, UMeloLWMe NPsiIMOe OTHoLWleHne Kk obpaboTke,
nepegave u npuemy KoHbuaeHunanbHbIX JOKYMEHTOB;

cucTeMHble 6noku komnbloTepoB ¢ C3U obopyayroTca cpeacTBamMmm KOHTPOISA BCKPbITUS;
PEMOHT W/ nocreayllee MCrnonb30BaHME CUCTEMHbLIX OGNOKOB OCYLLECTBASETCA Mnocne
yaaneHusa ¢ HMx nporpaMmmHoro obecneyerHnst C3U.

e PekomeHgaumm no obecneyeHnto 6e3onacHOCTH KNOYEBOM MHOPMaLK:

(o]

HeobXx0AMMO NPOU3BOAUTL PE3EePBHOE KONMPOBaHME paboymx KNYEBbIX HOCUTENEN C KItoYamum
ACTT;

KrtoveBble HOCMTENMW, a Takke WHCTanNsAUMOHHblIE HOCUTENW C NpOorpaMMHbIM obecneyeHnem
C3W B opraHmsaumm KnueHTa OepyTcs Ha MOIKIEMMMSPHBIA yYeT B BbIAENEHHbIX ANs 3TUX
uenew xypHanax;

y4yeT U XpaHeHue KIloYen nopyvaeTca pykoBoAcTBOM KnueHTa cneumansbHO BblAENEHHbIM
COTPYOHUKaM;

ONs XpaHeHus KNno4yeBbix HocuTenewm c kmwodamm ACIT Bbligendetca cend wnv uHoe
XpaHunuie, obecrnevnBaloLee COXPaHHOCTb KITHOUYEBOM MHAhOpMaLi;

XpaHeHue KYerh U WMHCTamnmMsSUMOHHBIX HOcuTenen C nporpammHbiM obecneyeHnem C3U
AOnyckaeTcsi B OAHOM XpaHwWnvwe ¢ OPYrMMmn JOKYMEHTaMu NMpu yCroBUSIX, UCKIOYaOLWNX UxX
HenpegHaMepeHHOe YHUUTOXEHWE UNKU MHOEe MPUMMEHEHWEe, He MpegyCMOTPEeHHOoe npaBuriamu
nonb3oBaHua C3U;

KrtoveBble HOCUTENN ¢ pabounmu knoyamy (KonusmMmn paboumx Koyen) u KrveBble HocuTenu
C pe3epBHbIMU KINOYaMW XPaHSATCA pas3genbHo ¢ obecneyeHneM YCnoBUsi HEBO3MOXHOCTU UX
O0JHOBPEMEHHOWN KOMMNpOMeTaLuuu;

"Hacrosiwme pekomeHaauun KnveHTy onpepenstoTcsl ycnosusiMy nuueHsupoBaHus OCB pesitenbHocT BbaHka, a Takke TpeboBaHusiMu
OCB k cpepcTBam KpunTorpadmyeckomn 3awmTbl KOHOUAEHUNANbLHON MHopmaLmm
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o NPV TPaHCMNOPTUPOBKE KOYEBbLIX HOCUTENEN C CEKPETHOM KNoYeBOM MHpopMaLmen cosgaroTcs
ycnoBus, obecneynBatome 3awmTy OT U3NYECKMX MOBPEXAEHUA U BHELIHEro BO34ENCTBUS
Ha 3anucaHHYyo KIoYeByo NHGPOPMaLMIO.
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Appendix No. 5

:)g ra pa HTVI BaHk to Regulations of “Client Bank” system

Mocksa provision and maintenance

RECOMMENDATIONS?®

to Customer on maintenance of information safety in operation of information protection means

¢ Recommendations on organizational maintenance of information protection means (hereinafter referred
to as IPM) safety:

(o]

(o]

(¢]

Individuals responsible for maintenance of information safety and IPM operation are assigned
(identified) in the Customer company;

Regulative documents that govern issues of information safety and IPM operation are
developed in the Customer company;

Employees with skills of personal computer operation and briefed on IPM operation rules are
permitted to work with IPM.

e Recommendations on IPM installation and regime of security:

O

O
O

room, where the Customer workplace hardware are installed with inbuilt IPM, are controlled-
access rooms and must provide for confidentiality of executed works;

location of controlled-access rooms and their equipment must prevent possibility of
unauthorized people uncontrolled access to them and provide for safety of confidential
documents and hardware stored in these rooms;

installation of equipment, hardware intended for processing of confidential information must
comply with requirement of safety engineering, sanitary norms and fire safety requirements;
entrance doors of controlled-access rooms must be equipped with locks that provide for reliable
closure of rooms outside regular hours;

windows and doors must be equipped with security alarm connected to centralized alarm
surveillance station;

installation of hardware in controlled-access room must exclude the possibility to view
confidential documents and display screens, on which it reflects, through windows;

the following employees are permitted to controlled-access rooms — the Customer company
supervisors, employees of security department and executives directly related to processing,
transfer and receipt of confidential documents;

system units of computers with IPM are equipped with tamper evidence means;

repair and/or further use of system units is made after IPM software deletion from them.

¢ Recommendations on maintenance of key information safety:

©]
©]

It is necessary to arrange file backup of working key mediums with ASM keys;

Each of key mediums, and also installation mediums with IPM software are registered in
dedicated log books in the Customer company;

Registration and storage of keys is entrusted by the Customer management to assigned
employees;

Safe or other storage providing for safety of key information is dedicated to store key mediums
with ASM keys;

Storage of keys and installation mediums with IPM software is only allowed in a single depot
with other documents under conditions that prevent their unintended destruction or other
application, which is not stipulated by rules of IPM application;

Key mediums with working keys (copies of working keys) and key mediums with reserve keys
are stored separately provided it is impossible to compromise them simultaneously;

In process of key mediums transportation with secret key information, conditions are created
that maintain protection against physical damages and external effect at recorded key
information.

®The present recommendations to the Customer are determined by conditions of Bank activity licensing by Federal Security Service (FSS),
and also by FSS requirements to means of cryptographic protection of confidential information
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ot FapaHmmbank

Mocksa

MpunoxeHune Ne 6
kK PernameHTy npegocraBneHus

1 06CnyxMBaHUsl cuctTeMbl « baHk-KnneHT»

AKT

NPU3HaHUSA OTKPbLITOro Kinto4a (ceptTudukara)

« » 20 r.

r. Mocksa

Hactosiwuum AkTOM npu3Haétcs oTkpbiThin kmtod ACIl, npuHagnexawmin Bnagenbuy kmtoda ACTI

KnneHTa, n COOTBETCTBYIOLWNIN eMy cepTudumKarT.

CBEOEHWA O BJIAAENBLLE KINKOYA ACT1

HanmeHoBaHwe opraHmsaumm

damunus, Mmsa, OTyecTBO

CepuiHbI HOMep

MAPAMETPbI KITFOYA

OpraHusauus

®/O Bnagensbua

Hauano cpoka gencraus

OkoH4yaHue CpoKa aencTeus

AnropuTtm

TeKCT OTKpbITOro Knto4va

LleHTp ceptudpmkauun

Kntoy 3aperncTtpmpoBaH n MOXeT ncnosib3oBaTbCA OnA obmeHa coobLeHnsaMuU.

TNnynasa nognuck Bnagensua ACI

N0

lNodnuck

Hama

KITMEHT

domkHocmb

nodnuck, uHUyUarsl, hamunus

dama

M.IM.

BAHK

domxHocmb

noodnuck, uHUyuansl, ghamunus

Oama

M.IT.
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ot rapaHmmbank

Mocksa

20

ACT

Appendix No 6
to Regulations of “Client Bank” system
provision and maintenance

on acceptance of public key (certificate)

Moscow

The present Act accepts the public ASM key, which belongs to the Customer ASM key Owner, and a

corresponding certificate.

DATA ON ASM KEY OWNER
Company name

Surname, Name, Patronymic

Serial number

KEY PARAMETERS

Company

Owner hame

Valid from date

Expiration date

Algorithm

Public key text

Certification centre

The key is registered and may be used for exchange of messages.

Personal signature of ASM Owner
Name

Signature

Date

CUSTOMER

BANK

position

position

signature, name, initials

signature, name, initials

date

Stamp here

date

Stamp here
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MpunoxeHune Ne 7

N
)’g rapa H-m BaHk K PernameHTy npegocrtaslieHus

Mocksa 1 o6ecnyxuBaHusa cuctembl «BbaHk-KnueHT»
AKT

0 BBeeHun B genctBue cuctembl «baHk-KnneHT»

« » 20 r. r.Mocksa

KB «"apaHTn BaHk-Mocksa» (3A0), MMeHyeMblIl B AanbHenwemM «baHk», ¢ 04HOW CTOPOHbI U

HaumeHogaHue npe@npusmus, OpeaHuzayuu

MMeHyembll B panbHeniwem «KnuveHT», € [PYyron CTOPOHbI, COBMECTHO MWMEHyeMble B [AarbHenlem
«CTOpPOHBI», COCTaBUMN HACTOALUMIA AKT O HUXKECNEeaYHoLEeM:

1. pabouyee mecTo cuctembl «baHk-KnneHT» KnmeHTa HacTpoeHOo 1 roToBO K MCMOMb30BaHUIO;
2. BbaHk u KnuneHT ocywectsunm npobHyto nepegady aneKTPOHHbIX JOKYMEHTOB, 3aBepeHHbix ACTT;
3. MO0 ycTaHOBKe 1 NepBoHa4anbHOMy TecTMpoBaHmio CTOPOHbI NPETEH3N APYT K APYrY HE UMELOT.

Hactosawuin AKT €BRASeTca OCHOBaHMEM AN cnucaHuss co cyetoB KnnveHTa Komuccun 3a
noaknoyeHne k cucreme «baHk-KnueHT» n ana Hauyana B3MMaHuMs KOMUCCUMM 3a OOCRyXMBaHWE CUCTEMbI
«BaHk-KnneHT».

Hactoawum AKT cocTtaBneH B 2-X 9K3eMnnapax, KaxAbli Wn3 KOTOpbIX MMEeeT OAWHaKOBYH
IOPUONYECKYIO CUNY, NO OQHOMY Ans Kaxaon n3 CTOpoH.

Ot KnueHTa Ot BaHka
dormkHOCMb domkHocmb
nodnuck, uHUYuarsl, hamunusi nodnuck, UHUYUassI, hamunusi
dama Oama
M.IM. M.,
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Appendix No. 7

\
)Jg rapa HTU BaHk to Regulations of “Client Bank” system

Mocksa provision and s maintenance
ACT

of “Client bank” system commissioning

« » 20 Moscow

CB “Garanti Bank-Moscow” (ZAO), hereinafter referred to as “Bank”, on the one hand, and

Company or enterprise name

hereinafter referred to as “Customer”, on the other hand, collectively referred to as “Parties”, have made the
present Act as follows:

1. the Customer workplace of “Client bank” system is adjusted and ready for use;
2. the Bank and the Customer have done a test transfer of electronic documents certified with ASM;
3. the Parties have to claims to each other related to installation and primary testing.

The present Act serves as ground to debit fee for connection to “Client bank” system to the Customer
accounts and to start charging fees for service of “Client bank” system.

The present Act is drawn in 2 copies, having equal legal force each, one for each of the Parties.

On behalf of the Customer On behalf of the Bank
position position
signature, initials, surname signature, initials, surname
date date
Stamp here Stamp here
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MpunoxeHune Ne 8
kK PernameHTy npegocraBneHus

(\D
s FapaHTMbaHk
n obcnyxunsaHusa cmcteMol «baHk-KnneHT»

9
Mockea
PACIMUCKA
B NOJTyYeHUUN YCTAaHOBOYHOIO KOMMJIeKTa cucteMbl «baHk-KnneHT»
HauMeHo8aHue rpeonpusMus, opaaHu3auuu
B nuue , DENCTBYIOLLEro
ono

Ha OCHOBaHUU

nony4un B Kb «lapaHtn BaHk-MockBa» (3A0) ycTaHOBOYHbIM KOMMNMEKT paboyero mecta cuctembl «baHk-

KnneHT» B cocTaBe:
, coaepxaLyun:

1. 1 (oauH) yCTaHOBOYHbIN KOMMAaKT-ANCK Ne
a. guctpubyTtume paboyero mecta cuctembl «baHk-KnueHTy,
b. cucremy 3awmTbl nHGpopmMaLmm,
C. TexHonorudeckue knoum ACIT:
d. JokymeHTauumto no paboTte ¢ cuctemon;

2. AKTbl MIPU3HAHNSA TEXHOMOMMYECKNX KMoYen (Mo 2 ak3eMnnspa Ha KaXKabIn KMY) - LWT.;

3. 2 ak3emnnsipa AKTa o BBeAEHUM B AencTBue cuctembl «baHk-KnneHTy.

nodnuck

pamunusi, uHuyuansi

dama
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Appendix No. 8

N
>J:< rapa HTWU BaHk to Regulations of “Client Bank” system

Mocksa provision and maintenance

RECEIPT
of “Client bank” system installation kit

in the
person
of

company or enterprise name

, acting

Name

on the basis of )

received an installation kit of the “Client bank” system workplace in CB Garanti Bank-Moscow” (ZAO), including:

1. 1 (one) installation compact disk No. , which contains the following:
a. distribution disk of the “Client bank” system workplace,
b. information protection system,
c. ASM technological keys:
d. documentation on working with the system;
2. Acts on acceptance of technological keys (2 copies for each key) - pcs.;

3. 2 copies of Act of “Client bank” system commissioning.

signature

name, initials

date
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MpunoxeHune Ne 9

:)g rapa Hm BaHk K PernameHTy npenocrtaBieHnA

Mocksa 1 o6ecnyxuBaHusa cuctembl «BbaHk-KnueHT»

PACIUCKA
B NoJlyYeHUn TexXHonormyeckux knroyen ACI

HaumMeHosaHue ﬂDeoﬂDUﬂmUﬂ, opeaHu3auuu
B nuue , AeNcTByoLEro
[)7[e]
Ha OCHOBaHUK ,

nonyyun B B Kb «["apaHTn BaHk-Mocksa» (3AO):

1. TexHonornyeckue knoun ACIT:

2. AKTbl NPU3HaHNA TEXHOJOIMNMYECKNX Knoyen (I'IO 2 K3emMnndpa Ha Kaxkablin KJ'IIO‘-I) - WwT.;

nodnuck

pamunusi, uHuyuansi

dama
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ot rapaHmmbank

Mocksa

RECEIPT
of ASM technological keys

Appendix No. 9

company or enterprise name
in the
person
of

, acting

Name

on the basis of

received the following in CB “Garanti Bank-Moscow” (ZAO):

1. ASM technological keys:
2. Acts on acceptance of technological keys (2 copies for each key) - pcs.;

to Regulations of “Client Bank” system
provision and maintenance

signature

name, initials

date
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MpunoxeHune Ne 10

’:g rapaHTM BaHk k PernameHTy npepocTtaBneHus

Mocksa 1 o6enyxuBaHusa cuctembl «BbaHk-KnueHT»

3AABIEHUE
Ha BbINOJSIHEHME PaboT No conpoBOXAeHU cucteMbl «baHk-KnueHT»

« » 20 r. r.Mocksa

Mpocum Bac npomnseectn paboTbl N0 CONPOBOXAEHNIO CUCTEMBI « BaHK-KnneHT».

PEKBU3UTLI OPITAHN3ALINA

HanmeHoBaHue

VIHH

OrPH
OMWCAHVE PAEOT

Llenb Bble3ga cneumanucrta

Afpec Bble3ga

KOHTAKTHBbIE JINLIA
[No TexHn4Yecknm Bonpocam TenedoH:
Byxrantep, paboTaroLmin ¢ cuctemoi TenedoH:
HomxHocmb lModnucek [o17[0)]

M.IM.

BbINONHEHHBLIE PABOTbI

PaGoTbl NnpoBoaAMnUCh

Hata Bpewms

Mo KayecTBY BbINOMHEHHbLIX PAOOT CTOPOHbLI MPETEH3UNN HE UMEIOT

OTBETCTBEHHbLIN UCMONHUTENb BAHKA

do/mKkHOCMb dormkHOCMb
nodnuck, UHUYUan.l, hamunus nodnuck, UHUYUanbI, hamunusi
dama dama
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Y/ Appendix No. 10
>/\< rapaHTM BBHk to Regulations of “Client Bank” system
Mocksa provision and maintenance

REQUEST

for “Client bank” system support works execution

« » 20 Moscow

We kindly request you to execute works on support of “Client bank” system.

COMPANY DETAILS

Name

Tax Payer ID

Primary State Registration Number
DESCRIPTION OF WORKS

Purpose of expert visit

Address of visit

CONTACTS
For technical issues Telephone:
Accountant working with the system Telephone:

Position Signature Name

Stamp here

PERFORMED WORKS

The works were

performed Date Time
The Parties have no claims to each other associated with a quality of performed works
position position
signature, initials, surname signature, initials, surname
date date
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MpunoxeHune Ne 11
kK PernameHTy npegocraBneHus
1 obcnyxmnBaHus cucteMbl «baHk-KnneHT»

OOBEPEHHOCTb Ne

« » 20 r. r.

nosiHoe HauMmeHoeaHue npeanpusmus, opeaHu3ayuu

B nuue

domkHoCMb, haMusus, UMSI, OMmYyecmeo

OENCTBYIOLLIEro Ha OCHOBaHMUM

ynoJiHOMo4nBaeT

domKkHOCMb, hamMusnusi, UMSI, OMYecmMeo 0MeeMmCcmeeHHo20 nuya

nacropmrble OaHHble: cepusi, HOMep, keM U Ko2da 8bidaH

KOHMaKmHbIU menegoH

Ha BbIMOMNHEHWe creayoLWnX 0eNCTBUIA:

1. nonyyaTb YCTaAHOBOYHbI KOMMMekT pabodero mecta cuctembl «baHk-KnueHTy», BknoYawoLWmn
TexHonorndeckue knoum ACIT,

2. nony4yaTb GraHkM AKTOB NPU3HaHUS TEXHOMOTMYECKUX KMoYen;

3. nony4yatb 6naHkuM AkTa 0 BBEOEHUUN B AENCTBME CUCTEMbI « BaHK-KnneHT».

HacTosawasn noBepeHHOCTb AENCTBUTENBbHA 40 « » 20 r.
Moanuck yOOCTOBEPSIO.
®UO dosepeHHO20 nuya nu4Has nodnuck 008EPEHHO20 nuya
HomxHocmb [Modnuck ono
M.T1.
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Appendix No. 11

k to Regulations of “Client Bank” system

POWER OF ATTORNEY No.

provision and maintenance

« » 20
full name of company or enterprise
in the
person
of

position, surname, name, patronymic

acting on the basis of

authorizes

position, surname, name, patronymic of an authorized person

passport data, series, number, date and place of issue

contact telephone number

to perform the following actions:

1. to collect the installation kit of the “Client bank” system workplace including technological ASM keys;

2. toreceive forms of Acts on acceptance of technological keys;
3. toreceive forms of Act of “Client bank” system commissioning.

The present power of attorney is valid until « » 20

Signature

is certified.

Authorized person name personal signature of authorized person

Position Signature

Stamp here

Name
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MpunoxeHune Ne 12

sg rapaHTM BaHk k PernameHTy npepocTtaBneHus

Mocksa 1 o6enyxuBaHusa cuctembl «baHk-KnueHT»

YBEOOMIIEHUE
o KkomnpomeTauum knroya ACI

« » 20 r. r.Mocksa

HacTtosiwum yBegomnsito o komnpomeTaumm krtoda ACT

MAPAMETPbI KITKOYA ACT1

CepuitHbin Homep

LleHTp cepTudpmkaumum

Bnageney kntoda ACI1 knueHTa

PEKBU3UTbI OPTAHN3ALINA

HanmeHoBaHue

VHH
OrPH

MPUYNHA KOMIMPOMETALUA

|:| - cbon nporpaMmHo-annapaTHoro obecneyeHust |:| - yTeps

|:| - yBONnbHeHUe BnagensLa knoya ACI

(- apyroe

[omkHocmb lMNodnuck [0]Z[6]

M.TT.

OTMETKA O NOJIYHEHUN

JomxHocmb [0]Z[6] [MNodnuck Hama/spemsi

OTMETKU BAHKA
Homep opranusauum B BUC (CNUM)
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Appendix No. 12

))g rapaHTM BBHk to Regulations of “Client Bank” system

Mocksa provision and maintenance

NOTICE
on ASM key compromise

« » 20 Moscow

Hereby | inform you about ASM key compromise

ASM KEY PARAMETERS

Serial number

Centre of certification

Customer ASM key Owner

COMPANY DETAILS

Name

Tax Payer ID

Primary State Registration Number

CAUSE OF COMPROMISE

|:| - failure of software-hardware complex |:| - loss
|:| - dismissal of ASM key Owner

|:| - other

Position Signature Name

Stamp here

RECEIPT CONFIRMATION

Position Name Signature Date/time

BANK NOTATIONS
Company number in BIS (CNUM)
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MpunoxeHune Ne 13
kK PermameHTy npegocraBneHus
n obcnyxmnBaHmsa cuctemMbl "baHk-KnneHT"

JIMHEH3UOHHOE COTJIAIIEHUE
HA MCH0JIb30BaHNe MPoAYKToB npou3BoacTsa 3A0 "Curnaa-KOM"

Hacrosimee JlnnensnonHoe CorialieHue ONpeneNnseT yCIOBHS HCIONB30BAHHS 3aKOHHO IPHOOpeTeHHOoro mpoaykra "Message-PRO™ -
Kpunrorpaduueckas OubIoTeKka (I YCTAaHOBKM Ha pabOYnX MeCTax B COCTABE CHCTEMBbI IMCTAHIMOHHOrO GaHKoBckoro obcmyxusanus OO0 "BCC")
(manee - Uznenwms) Koneunsim Ilonb3oBarenem (dusmueckuMm win ropugudeckuM sunom). Ilpeamerom Hacrosimiero Jlunensuonuoro CorsaiieHust
SIBIICTCS BO3Me3/iHas1 repeada [Tonp3oBaTento HEHCKIIIOUNTENBHEIX HellepeJaBaeMbIX IIpaB MoIb30BaHus V3nenmem.

Tlon Uzmenuem noHMMAeTCs KOMIUIEKC MaTEpHANIbHBIX OOBEKTOB (IPOrpaMMHBIX M, NPH HAIUYMM, allapaTHbIX CPEICTB, HOCUTEIEH
uH(OpMaLKHK, KOJa MPOrPaMMHBIX MPOAYKTOB, JOKYMEHTAlMH B MEYaTHON M AJIEKTPOHHOW (opmax), BiIrodeHHbIX B Croermbukanuio Komrekra
Wznenus.

W3nenve MoxeT BKIIOYATh KOMIIOHEHTHI (NPOrpaMMHbIE M amlNapaTHbIe CPEACTBA, MH()OPMALMOHHBIE HOCHUTEIM M IPOYEE) OT TPEThHX
noctaBKoB. Koneunblit [lonb3oBarens nosryqaeT mnpaBa Ha MCIOJIB30BAaHME 3TUX KOMIIOHEHT Ha ocHoBe Jluuen3uid u JlnneHnsunoHusix CornameHui
9TUX MOCTABIINKOB, KOTOPHIE SIBIIOTCSI B COBOKYITHOCTU HEOThEMJIEMOH YacThi0 HacTosmero Jinnensnonnoro Cormamenus.

HW3penue B nonHoM koMiuiekTe nepenaercs Koneunomy Ilonb3oBateno Ha ycinoBusx HacTosmero Jiunensuonnoro CormnameHus.

W3pene M ero KOMIIOHEHTHI SIBILIIOTCS MHTEIUIEKTYaldbHOH coOCTBeHHOCThIO I[IpomsBomutens M, NMPU HAIUYUM TPETbUX IOCTABIIMKOB,
HHTEIUIEKTYaIbHOH COOCTBEHHOCTBIO TPETHHX IIOCTAaBINMKOB M 3aIHMINAIOTCS 3aKOHOJATENbCTBOM Poccumiickoii denepanmuu 00 aBTOPCKOM U
HUMYILECTBEHHOM I1PpaBe Ha 00bEKTHI HHTEIUIEKTYaJIbHOW COOCTBEHHOCTH.

YcranoBka U3nenus nocne npeabssienuss Koneunomy Ilone3zoBarento Tekcra JlnnensunonHoro CornauieHust paccMaTpuBaeTcs Kak coryiacue
Koneunoro Iloms3oBarens ¢ ycnoBusiMu Jlnnensuonnoro CoryamieHust ¥ BCTYIUICHHE €r0 B 3aKOHHYIO CHIIy, IIOCIe 4ero Hacrosmiee JIuneH3snoHHOE
Cornamenue B coorBercTBUU co CT. 433 'K P® umeer cuny norosopa mexay Koneunsim ITonb3oBatenem u [IpousBonurenem Uznenus (3A0 "Curnan-
KOM").

IIpn HaMMYMM KOMIIOHEHT TPETBUX IIOCTAaBINMKOB IIpOM3BOAUTEND SBISIETCS 3aKOHHBIM M IOJHOMOYHBIM IIPEJICTABUTENIEM TPETHUX
IIOCTaBILIMKOB, €U 00paTHOE He 0oroBopeHo B JInieH3noHHbIX CoralieHusX TPEThUX HOCTABIMUKOB MM B APYTUX JOKYMEHTAaX, PErJIaMEHTUPYIOLIIHX
OTHOLIEHUS Mex Ty KoHeUHBIM IOIb30BaTeNeM U TPETHUMH OCTABIIUKAMH.

Bce KOMIIOHEHTHI TPEThHX ITOCTABIIUKOB OOBEAUHSAIOTCS B IPOrPaMMHBIH MPOIYKT (KOMIUIEKC) B Iporiecce ycTaHoBku V3nemns. Koneunsiit
IMonb3oBaTens UMeET MPaBoO HA KONMPOBAHUE, YCTAHOBKY U AKCILTYaTallMIO BCEX KOMIOHEHT TPEThbUX MOCTaBIIMKOB, IOCTABICHHBIX B cocTaBe M3memus
TOJBKO B COCTaBe paboT, CBA3AHHBIX C JKCILTyaTanued M3nemus. KonupoBanue, pacnpocTpaHeHHe, YCTAHOBKA M OKCIUTyaTallls OTAEIbHBIX KOMIOHEHT
SIBIIIOTCS HapylIeHneM Hacrosiiero JlnnensnonHoro CorylanieHnst 1 aBTOPCKUX npas Kak [Ipou3BoquTes, Tak ¥ TPETHUX ITOCTABIIUKOB (€cIn 00paTHOE
He oroBopeHo B JIuneHsusax u JIuneH3noHHbIX COrylaleHusiX TPETbUX ITOCTABLIUKOB).

Koneunsrit [Tonp3oBatenb MOXKET XpaHUTh, yCTaHABIUBATh M HCIOIb30BaTh B pamkax JIunensuonHoro CoryanieHus: TOIBKO TO KOJIHYECTBO
9K3eMIUIIpOB M3nenus, koTopoe oTpaxkeHo B JIMIIEH3MM U He NMeET IpaBa XpaHUTh, YCTAHABIMBATH, HCIIONB30BATh OOJbIIEEe KOJHIECTBO K3EMILIIPOB
Uz nenus.

Koneunsrit Ilomp3oBaTens He MMeeT MpaBa pacHpocTpaHsaTe Msaemue B (opMax NpefoCcTaBICHUS JOCTyHa TPEThbUM JIMIAM K
BOCIIPOHM3BEICHHIO HIIU K BOCIIPOU3BEACHHBIM B JTI000H opMe KoMImoHeHTaM M3nenus myTeM mpoaky, IpoKaTa, CIaul BHAEM, IIPEIOCTABIICHNS B3aiMbI
WY UHBIMH JIPYTHMH CII0OCO0aMHU OTHY)KIEHHUS.

Koneunsiii [Tonp3oBarens HE MMEET MpaBa JucacceMOIMPOBaTh, AEKOMIMIMPOBAThH (MIPeoOpa3oBbIBaTh OMHAPHBIA KOA B MCXOIHBIH TEKCT)
IIPOrPaMMBI H ApyrHe KOMIIOHSHTHI W3/1emnsi, BHOCUTE KaKkne-JIH00 H3MEeHEHHs] B OMHApHBIH KO IPOrpaMM U COBEPIIATh OTHOCHTENBHO M3nenus npyrue
JelcTBHS, Hapymaronye Poccuiickue 1 MexTyHapoIHbIe HOPMBI 110 aBTOPCKOMY IIPaBy M UCIIOJIB30BAHHIO IIPOIPAMMHBIX CPEIICTB.

Hacrosimee Jlunensuonnoe CornamieHue BCTymaeT B CHIy C MOMEHTa YCTaHOBKM M3jenust M JeHCTBYeT Ha NpPOTSDKEHMH BCEro Cpoka
HCTIONb30BaHus M3aenus.

Hewncnonnenne TpeboBannii HacTosmero Jinnensnonroro CornammeHns sBiseTcs HapymeHneM 3akoHa Poccuiickoit ®eneparmu "O npaBoBoi
OXpaHe IPOrpaMM IJIs IeKTPOHHBIX BHIYHCIUTEIbHBIX MAlIMH U 0a3 JaHHBIX" U IPeCcIeayeTcsl 0 3aKOHY.

Hacrosmee JInuensnonnoe Cornamenue npenocrasisier Koneunomy Ilonb3zoBatento OrpaHndeHHbIE TapaHTUH, COCTOSIIME B TOM, UTO, €CIIU
Koneunsrit [Torp3oBartens 00HapyxHuT B TedeHue 90 (neBsiHOCTA) qHEH co qHS mocTaBKH M3nennst nedekTsl B cocTaBe HHGOPMaOHHBIX HOCHTEIIECH HITH
HEKOMIUIEKTHOCTh M3aenus, To MHPOpPMAIMOHHBIE HOCHTENH OyAyT 3aMEHEHBI, a KOMIUIEKTHOCTh M3menust BoccraHoBieHa. Ilo mcTedeHHH cpoka
netictBus OrpaHHYeHHBIX rapanTHil npereHsun Koneunoro ITonp3oBatens mo npeamery OrpaHHYeHHBIX TapaHTHH paccMaTpUBATHCS HE OYIyT.

Hacrosimee JInnensnonnoe CorameHne HE CONCPKHUT HUKAKUAX TapaHTUH IO IOCTaBKe, (QYHKIHOHAIBHOCTH M COOTBETCTBHIO M3memus
JIOOBIM TEXHHYECKHM TpPeOOBaHMAM, CTaHAAPTAM U YCIOBHSAM. DTH BOIPOCHI OTHOCSTCS K OOJACTH JHLEH3UPOBAHHS IEATEIbHOCTU MOCTABIIUKA,
ceprudukanum M3nenuss M ero KOMIIOHEHT B YCTAQHOBJIEHHOM IIOPSAKE, JOTOBOPOB O IIOCTaBKE, TEXHHYECKOM COIPOBOXKICHHHM ¥ TEXHUUECKOH
MOAIEPIKKE U PErTAMEHTHPYIOTCS B PAMKaX OTAENBHBIX JIOKYMEHTOB.

Hacrosmee Jlunensnonnoe Cornamenue (B paMkax 3aKkoHopaTenbcTBa Poccuiickoir denepanun v ey NpOTHBHOE HE OTOBOPEHO B BHIE
OT/ICNIBHOTO JIOTIOJHUTENbHOTO cornamrenust ¢ Koneunsim Ilonb3oBateneM) He periaMEeHTHPYET BOIPOCH! TEXHUYECKHX, OPTaHM3aLMOHHBIX U IPOYHX
BO3MOXKHBIX IIPOOJIEM, CBSI3aHHBIX C dKCIUTyaTauen 3aenus 1 BO3MOXKHEIX MaTepuabHbIX, (PHHAHCOBEIX M pounx noteps Koneunoro Ilons3oBarens B
pesyabTate 3KcIuTyaTaruu V3nenms.

Cpok peiictBust Hacrosimiero Jlnmensnonnoro CornanieHust paclpocTpaHseTcsi Ha Bech IepHox dKciutyartanuu Mspenmnst Koneunsim
IMone3oBarenem. [leiictBue Hactosmiero Jlnnensnonnoro CornameHuss MoxeT OBITh IpekpamieHo o pemennto Konewnoro ITonesoBarens. B stom
ciryqae Koneunsiit [Tons3oBatens JOMKEH YHUYTOXKHTH Bce HH(OPMAIMOHHbIE HOCUTENH, COAEpIKaIIie Ko U Ipoune HHOOPMAIHOHHbIE KOMIIOHEHTHI
W3nenus, BkIrovyas MHGOPMAIMIO HAa BHYTpeHHHMX HocuTensix Msnemums. Ilpekpamenue neiictBust JlunensuonHoro CornameHuss MO WHUIMATHBE
Koneunoro Ilonp3oBatens sBISETCS OJHOCTOPOHHEH NoOpoBoibHON akuueii Koneunoro ITonp3oBaTens M He SBISAETCS NPEAMETOM ISl B3aUMOPAcUETOB
U APYTUX XO3SHCTBEHHBIX OMEpaIvid.
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Appendix No. 13
to Regulations of “Client Bank” system
provision and maintenance

LICENSE AGREEMENT
on application of products made by ZAO Signal-KOM

The present License Agreement defines terms of using legally acquired product "Message-PRO" — cryptographic library (for installation at
workplaces as a component of remote bank service system of OOO BSS) (hereinafter referred to as Products) by End user (an individual or a legal entity).
The subject matter of the present License Agreement is a compensatory transfer of non-exclusive and nontransferable rights to use the Product to the User.

The Product means a complex of material objects (software and, when applicable, hardware, information mediums, code of software products,
documentation in printout and electronic formats), which are included into Specification of Product Set.

The Product might include components (software and hardware, information mediums and other) from third-party suppliers. The End User
receives the right to use these components on the basis of Licenses and License Agreements of these suppliers, which are in aggregate an integral part of
the present License Agreement.

The full set of Product is transferred to the End User under provisions of the present License Agreement.

The Product and its components are intellectual property of the Manufacturer and, in case the third-party suppliers are available, intellectual
property of the third-party suppliers and are protected by the legislation of the Russian Federation on copyright and property rights for objects of
intellectual property objects.

Installation of the Product after the text of the License Agreement has been presented to the End User is considered as the End User consent
with conditions of the License Agreement and its entry into legal force, afterwards the present License Agreement, in compliance with article the Russian
Federation Civil Code, has the force of contract between the End User and the Product Manufacturer (ZAO Signal-KOM).

In case of the third-party supplier components availability, the Manufacturer is a legal and plenipotentiary representative of the third-party
suppliers, unless otherwise specified in the License Agreements of the third-party suppliers or in other documents that regulate relations between the End
User and the third-party suppliers.

All components of the third-party suppliers are combined into a software product (complex) in process of the product installation. The End
User is entitled to copy, install and operate all components of the third-party suppliers supplied together with the Product only in terms of works
associated with the Product operation. Copying, distribution, installation and operation of the separate components are a breach of the present License
Agreement and copyright of both the Manufacturer and the third-party suppliers (unless otherwise specified in the Licenses and the License Agreements
of the third-party suppliers).

The End User may store, install and use, within the frames of the License Agreement, only that number of the Product copies, which is
specified in the License and is not entitled to store, install and use a larger number of the Product copies.

The End User is not authorize to distribute the Product in forms of granting access to the third parties for reproduction or to the Product
components reproduced in any form by means of sale, hire, rent, lending or by any other methods of alienation.

The End User is not authorized to disassemble, decompile (transform the binary code into initial text) of program and other components of the
Product, to introduce any amendments to binary code of programs and to execute other actions in respect of the Product that violate Russian and
international norms of software copyright and application.

The present License Agreement takes effect from the moment of the Product installation and is effective for the whole term of the Product use.

Noncompliance with the requirements of the present License Agreement is a breach of the Russian Federation Law "On legal protection of
software for computers and databases " and is prosecuted.

The present License Agreement provides the End User with Limited warranties that consist in the fact that if the End User detects, within 90
(ninety) days from the date of the Product delivery, any defects in information mediums or incompleteness of the Product, then information mediums will
be replaced, and the Product completeness will be restored. On expiration of Limited warranties, the claims of the End User in respect of the Limited
warranties will no longer be considered.

The present License Agreement does not contain any guarantees on delivery, functionality and compliance of the Product with any technical
requirements, standards and conditions. These issues are related to the field of supplier activity licensing, certification of the Product and its components
as per established procedure, supply contracts, technical support and maintenance, and are regulated within the frames of separate documents.

The present License Agreement (within the frames of the Russian Federation legislation and unless otherwise stipulated in the form of a
separate additional agreement with the End User) does not regulate issues of technical, organizational and other possible problems associated with the
Product operation and possible material, financial and other losses of the End User a result of the Product operation.

The duration of the present License Agreement covers the whole period of the Product operation by the End User. Effect of the present License
Agreement may be terminated with a decision of the End User. In this case the End User must destroy all information mediums that contain code and
other information components of the product, including information on internal mediums of the Product. The termination of the License Agreement by
initiative of the End User is a unilateral voluntary action of the End User and is not a subject of mutual settlements and other economic operations.
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